CHELTENHAM

BOROUGH COUNCIL

Notice of a meeting of
Audit Committee

Wednesday, 21 March 2012
6.00 pm
Montpellier Room, Municipal Offices

Membership

Councillors:

Andrew Wall (Chairman), Paul Massey (Vice-Chair), Rowena Hay,

Robin MacDonald, Paul Wheeldon and Bernard Fisher

The Council has a substitution process and any substitutions will be announced at the

meeting
Agenda
1. APOLOGIES
2. DECLARATIONS OF INTEREST
3. MINUTES OF THE LAST MEETINGS (Pages
21 September 2011 and 11 January 2012 (meeting was 1-8)
adjourned).
4, PUBLIC QUESTIONS
These must be received no later than 10am on the fifth
working day before the date of the meeting
5. ANNUAL AUDIT LETTER 2010-11 (Pages
Report of KPMG 9-16)
6. FINANCIAL STATEMENTS AUDIT PLAN 2011-12 (Pages
Report of KPMG 17 - 38)
7. CERTIFICATION OF GRANTS AND RETURNS 2010-11 (Pages
Report of KPMG 39 - 46)
8. REVIEW RISK MANAGEMENT POLICY (Pages
Report of the Corporate Governance, Risk and Compliance | 47 - 76)
Officer
9. REVISED CODE OF CORPORATE GOVERNANCE (Pages
Report of the Corporate Governance, Risk and Compliance | 77 - 98)
Officer




10. INTERNAL AUDIT MONITORING REPORT (Pages
Report of the Audit Partnership Manager 99 -
112)
1. ANNUAL INTERNAL AUDIT PLAN (Pages
Report of the Audit Partnership Manager 113 -
120)
12. WORK PROGRAMME (Pages
121 -
122)
13. ANY OTHER ITEM THE CHAIRMAN DETERMINES TO
BE URGENT AND REQUIRES A DECISION
14. DATE OF NEXT MEETING

20 June 2012

Briefing Notes (for information only)

1. Corporate advertising and sponsorship
2. Audit Committee self assessment

3. Corporate Governance Group

Contact Officer: Saira Malin, Democracy Officer, 01242 775153

Email: democratic.services@cheltenham.gov.uk
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Audit Committee

Wednesday, 21st September, 2011
6.00 -8.25 pm

Attendees

Councillors: Andrew Wall (Chairman), Pat Thornton, Rowena Hay and
Paul Wheeldon

Also in attendance: | Sarah Didcote (Group Accountant), Sara Freckleton (Borough
Solicitor and Monitoring Officer), Jan Griffiths (Director of
Commissioning), Rob Milford (Audit Partnership Manager), lan
Pennington (Director — KPMG), Martyn Scull (Group Accountant),
Mark Sheldon (Director of Resources), Rachael Tonkin (Auditor —
KPMG) and Shirin Wotherspoon (Corporate Solicitor Manager —
One Legal)

Minutes

1. APOLOGIES
Councillors Fisher, Massey and MacDonald had given their apologies.
Councillor Thornton was a substitute for Councillor Massey.

2. DECLARATIONS OF INTEREST
No interests were declared.

3. MINUTES
The minutes of the last meeting had been circulated with the agenda.

Upon a vote it was unanimously

RESOLVED that the minutes of the meeting held on the 22 June 2011 be
agreed and signed as an accurate record.

4, PUBLIC QUESTIONS
No public questions were received.

5. PROGRESS IN DELIVERING KPMG ACTION PLAN
The Borough Solicitor and Monitoring Officer informed members that both of the
approved action plans were now substantially complete.

The action plan had last been reviewed by Audit Committee in April when there
was a discussion with regard to monitoring and logging decisions. Whilst the
Modern.gov system had a facility to update a decision status this was not widely
used by other councils and not cost-effective in terms of the Democratic
Services resource that would be needed to monitor decisions. Implementation
of decisions was instead the responsibility of Directors and these would be
reviewed with members via 1-1s.

-1-
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In terms of mandatory risk management training the Borough Solicitor and
Monitoring Officer reported that the risk management e-learning module had
been completed and was loaded on the Learning Gateway. When asked
whether there was a log of who had completed the learning the Director Human
Resources and Organisational Development explained that the online system
did have a reporting facility. Members were surveyed about their skills and
learning requirements and they were encouraged to use online learning but it
was recognised that there were varying degrees of user competence.

Members requested an information note to be attached to the Audit Committee
papers at its next meeting on the outstanding action point (R10).

Having considered the information set out in the Report and Appendices and
having monitored the implementation of the action plans Members

Resolved
That it was satisfied that all specified actions had been fully addressed.

REVISED FINANCIAL RULES

Sarah Didcote, Group Accountant, introduced the item explaining that the draft
updated financial rules had been compiled for use in each of the Authorities
forming the GO Shared Services, subject to approval by each Council. They
had been discussed and agreed in principal by Officers representing the Shared
Services (Cheltenham, Cotswold, Forest of Dean and West Oxfordshire),
subject to some further consideration of the suggested financial limits, as
indicated on the documents.

The draft documents had also been reviewed by members of the Constitution
working group, Internal Audit and One-Legal.

The Audit Committee was invited to consider the documents prior to the final
revised financial rules being considered by Full Council in October as part of the
review of the Constitution.

Members examined the draft financial rules in detail and the main points they
raised included :

e Limits and relevant approvals should be consistent throughout the
document i.e. above £100k would require Council approval

e For virements up to £5000 the virement level had been removed in order
to give more freedom and flexibility to budget holders without the
accompanying bureaucracy

e Put a value on the ICT assets and set limits accordingly
Questioned the 30 day period for all certified accounts for payment to be
paid. CBC had signed up to the Prompt Payment Code and most
payments were made between 15 and 20 days.

o Certification of purchase invoice as correct for payment-remove
percentage and maintain a value instead

e Treat car parking debt the same way as normal debt

When asked whether he was confident with the proposed new set of rules the
S151 Officer confirmed that the rules were comprehensive and had been

-2
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simplified as far as possible. Changes which had been requested by officers to
facilitate more flexibility for budget holders had to a large degree been taken on
board and managers were familiar with the rules.

The Group Accountant thanked members for their comments and agreed to
propose the changes amongst the other councils and send members the
updated version.

LOCAL AUTHORITY COMPANY (WASTE) GOVERNANCE
ARRANGEMENTS

The Director Commissioning and the Corporate Solicitor Manager, One Legal,
gave a presentation on the Local Authority Company which is attached to these
minutes for information.

Members noted that there was currently no member input on the board. In
response the Director Commissioning stated that having an elected member on
the board was currently under discussion following the gateway review. The
Articles of Association and the shareholder agreement would be circulated to
Audit Committee members for their views.

Members asked what safeguards were in place should the new company not
meet its obligations. In response the Director Commissioning confirmed that this
would be carried out through performance monitoring.

In terms of the prospect of other councils joining the Company in the future the
Corporate Solicitor manager explained that both the articles and the
shareholders agreement were robust and on what terms a new council may join
the company would be a reserved matter for the two existing shareholder
councils.

When asked about the costs involved, the Director Resources explained that
the set up costs were shared equally but as CBC would be using more services
these operational costs would be shared proportionately.

With regard to monitoring the Director Commissioning explained that as
Cotswold District Council currently had a client side manager for their current
external waste contract CBC would share this under the new Local Authority
Company arrangements.

REVIEW OF ANNUAL STATEMENT OF ACCOUNTS
Sarah Didcote, Group Accountant, explained that the accounts were now being
presented differently in order to be IFRS compliant.

Martyn Scull, Group Accountant, gave a presentation on the Statement of
Accounts which is attached for information.

Resolved

To approve the Statement of Accounts for 2010/11 at Appendix 14,
including the Annual Governance Statement for 2010/11.

-3-
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To authorise the chair of the Audit Committee to sign the Statement of
Accounts in order to formally signify the Council’s approval of the
accounts.

YEAR END - AUDIT COMMITTEE REPORTING
lan Pennington, Director, KPMG, complimented the finance team for a well
presented set of accounts and stated that it had been a model audit.

Members congratulated the team for an excellent result.

ENHANCEMENT OF AUDIT PARTNERSHIP GOVERNANCE

The Audit Partnership Manager explained that the audit partnership governance
consisted of a Memorandum of Understanding and supporting secondments
and this was only ever intended to be a short term arrangement. This was in
order to enable partners to assess if the arrangement across the three
authorities could be successfully implemented. The Audit Partnership Board
had recognised the benefits that the new partnership had brought and it was
now proposed to move to the Section 101 agreement form of governance.

When asked what member input there had been the Audit Partnership Manager
stated that Audit Committee and Cabinet had been kept informed throughout
the process. Members also asked KPMG to confirm whether they were of the
view that the partnership was working well and they replied in the affirmative
and explained that they were recommending the AuditCotswold model to their
clients wishing to share services.

Resolved

To support the recommendation to Cabinet and Council that the Internal Audit
Service is delegated to Cotswold District Council under a Section 101 agency
agreement.

INTERNAL AUDIT MONITORING REPORT (INCLUDING
RECOMMENDATIONS TRACKER UPDATE)

The Audit Partnership Manager introduced the report which was a standing item
on the agenda and which gave the Audit Committee the opportunity to comment
on the work completed by the partnership. He highlighted the other work which
AuditCotswolds had undertaken beyond the specific audits which included
ongoing support for the GO-Programme and the Local Authority Company.
Whilst the Local Authority Company was fairly resource intense work on lesser
risk audits had not been deferred.

In terms of follow-ups the Audit Partnership Manager highlighted payroll and car
parking. Payroll continued to receive only limited assurance. When asked
whether the issues behind this were the same as last year, the Director of
Human Resources and Organisational Development explained that a cluster of
issues remained the problem. They included written procedures with regard to
payroll, issues with password security, security regarding holding personnel
records and the process for notifying ICT of leavers and new starters. Good
progress had been made in terms of fully documented procedures and fixing
generic passwords and Members were assured that within GO the limited
assurance would be corrected. Resilience in payroll would also be improved
upon within GO as CBC would have more access to payroll expertise.
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The Audit Partnership Manager confirmed that the issues were being positively
addressed.

Resolved
To note the report.

WORK PROGRAMME
Members noted the work programme. The Chair invited Members to contact
him directly should they have any agenda items for the next meeting.

ANY OTHER ITEM THE CHAIRMAN DETERMINES TO BE URGENT AND
REQUIRES A DECISION
There were no urgent items for discussion.

DATE OF NEXT MEETING
The next meeting was scheduled for 11 January 2012.

Andrew Wall
Chairman
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Audit Committee

Wednesday, 11" January 2012
6.00 - 6.15 pm

Attendees

Councillors: Rowena Hay and Paul Massey (Vice-Chair)

Also in attendance: | Rob Milford (Audit Partnership Manager), lan Pennington (KPMG
Auditor) and Mark Sheldon (Director of Resources)

Minutes

1. APOLOGIES
Councillors MacDonald, Wheeldon and Wall (Chairman) had given their
apologies.

2. ADJOURNMENT
As the committee was inquorate and in accordance with Part 4C of the Committee
procedure Rule 6 the meeting was adjourned for 10 minutes following which, as
the meeting remained inquorate it was abandoned and all business was
adjourned to the next scheduled meeting.

3. DATE OF NEXT MEETING
The next meeting was scheduled for the 21 March 2012.

-1-
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Cheltenham Borough Council

Audit Committee — 21 March 2012
Review Risk Management Policy

Accountable member

Cabinet Member Corporate Services, Councillor Colin Hay

Accountable officer

Director of Resources, Mark Sheldon

Accountable scrutiny
committee

Economy and Business Improvement Overview and Scrutiny

Ward(s) affected

None

Key Decision

No

Executive summary

The Risk Management Policy, including any guidance notes, is
reviewed once a year by the Audit Committee to incorporate further
development in risk management processes and/or organisational
change. There have been two key issues that have led to revisions
of the Risk Management Policy this year.

1. The Senior Management Team (SLT) identified the need to
include guidance on how confidential risks (defined as
exempt items) are managed and reported.

2. The need to revise the risk scorecard to simplify the
categories and definitions and to increase the Impact
scorning range from a factor of 4 to 5.

Recommendations

1. Agree the revised Risk Management Policy including a process for
managing and reporting confidential risks. Appendix 1

2. Agree the introduction of the revised risk scorecard so that it
coincide with new risk management module Appendix 2

3. To consider the Risk Management Policy and make any further
recommendations for improvements.
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Financial implications

'"The identification and assessment of financial risk is a key element in the
process of managing the council's financial exposure. The revised
scorecard strengthens and clarifies the process for understanding financial
exposure and removes some of the ambiguity in assessing financial risk.
The revisions to the policy and risk management processes strengthen the
councils general risk management approach and, in particular, improve the
management of financial risk

Contact officer: mark.sheldon,@cheltenham.gov.uk,

01242 264123

Legal implications

As referred to in the report and policy.

Contact officer: peter.lewis@tewkesbury.gov.uk, 01684 272012

HR implications
(including learning and
organisational
development)

Training / awareness of the new risk management system will need to be
arranged for the relevant officers.

Contact officer: Amanda Attfield,

amanda.attfield @cheltenham.gov.uk, 01242 264186

Key risks

If the Risk management policy is not maintained to meet changes to
strategy and operational developments then there is a risk that the
councils assets and reputation are put at risk

Corporate and None
community plan

Implications

Environmental and None

climate change
implications
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Page 2 of 5 Last updated 08 March 2012




1.1

1.2

1.3

1.4

1.5

2.1

2.2

2.3

2.4

2.5

Page 49
Background

The Risk Management Policy is reviewed on an annual basis, this years review includes changes
that will help facilitate introduction of the new risk management system.

The review also needed to take account of the following recommendation from the Internal Audit
assurance report on risk management.

To enable a comprehensive audit trail of risk scores, both ‘original’ and ‘current’ scores (before
and after control actions) should be included in the Corporate Risk Register.

To meet this recommendation and to include a new residual score within the register it is
considered necessary for there to be a wider spread of impact score categories. The current
scorecard has 4 levels for Impact; the revised scorecard has 5 with the likelihood criteria
remaining unchanged at 6.

There have been a number of other suggestions from risk owners and internal audit about the
description of risk categories i.e. resources, quality, outcomes and time. These suggestions have
been taken on board and the number of categories reduced and their descriptions re-defined.

An amendment has also been made to the policy to include a reference as to how confidential
risks should be managed.

Reasons for recommendations

The council believes that risk needs to be managed, rather than avoided and that a rigorous
approach to all aspects of risk management is an integral part of good management practice.
The key to having an effective risk management process that is embedded within the culture of
the organisation is to have an up to date policy that reflects the structure of the organisation;

That the council continues to achieve its objectives and outcomes and a sustainable improvement
in services

SLT consider the Corporate Risk Register on a monthly basis and have agreed that there should
be a new risk management module developed to reflect the increasing number of risks being
identified, the need for additional information about the mitigating actions being taken and for
more publicly available information in-line with the governments commitment for increased
transparency.

This new risk management system will capture and report all of the information within the current
risk register and provide the following additional functionality and data;

- The linking of Corporate risks to divisional and programme risks

- The provision of Residual (the acceptable score after mitigating action has been
taken) Risk scoring

- Wider variety of standard reports

- Automatic email reminders to officers to update risk information.
This additional functionality will take away some of the manual intervention that has meant that
confidential risk were filtered out of public registers. The policy has been amended to allow for

these risks to be reported but with certain information being redacted for Data Protection and
legal reasons.
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The introduction of residual scoring is felt necessary to help officers focus on what are acceptable
levels of risk so that they can be managed in a positive way. This will mean that there needs to
be a slightly wider range of scoring to allow for a reasonable differential between actual and
residual risk.

The new module will also provide risk owners with an audit trail for each individual risk and a
“‘Risk Heat Map” for the whole authority or division.

Consultation and feedback

A number of officers who are actively involved in the management of risk and Internal Audit have
been consulted and a number of positive suggestions have been taken on board and used in
revising the policy.

Performance management —-monitoring and review

Monthly risk monitoring reports are monitored by the Senior Leadership Team and informally by
Cabinet members and then Quarterly to Economy and Business Improvement Overview and
Scrutiny committee and Cabinet which includes:

¢ The most significant corporate risks faced by the council,
e The associated management actions which are considered urgent;

e The resource implications of any management actions.

Report author Contact officer: Bryan Parsons, Governance, Risk and Compliance

officer
Email; bryan.parsons@cheltenham.gov.uk,

01242 264189

Appendices 1. Report Risk Assessment

2. Risk Management Policy

3. Risk Scorecard

Background information None

$4fcwhgti.doc Page 4 of 5 Last updated 08 March 2012




Risk Assessment Appendix 1
The risk Original risk score Managing risk
(impact x likelihood)
Risk | Risk description Risk Date raised Impact | Likeli- | Score | Control Action Deadline Responsible Transferred
ref. Owner 1-4 hood officer to risk
1-6 register
If the Risk Director 01/03/2012 |3 1 3 reduce | To have in place Annual | Corporate
management policy is procedures that Governance,
o Resources . .
not maintained to ensure the policy is Risk and
meet changes to kept up to date and Compliance
strategy and relevant and that a officer
operational culture of effective
developments then risk management is
there is a risk that the maintained
councils assets and
reputation are put at
risk
Explanatory notes
Impact — an assessment of the impact if the risk occurs on a scale of 1-4 (4 being the greatest impact) ;)U
Likelihood — how likely is it that the risk will occur on a scale of 1-6 (6 being most likely) -8
Impact Description Is"c'gfgt Probability Bg‘:;;?;gg n Li(:(::LhOOd g
. o IAlmost
Negligible 1 0% - 5% impossible [+
Marginal 2 5% - 15% [Very low |2
Major 3 15% - 30% |Low 13
Critical 4 30% - 60% [Significant 4
60% - 90% [High 5
> 90% \Very high |6

Control - Either: Reduce / Accept / Transfer to 3rd party / Close
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Introduction to risk management cut out and

keep section

The council believes that risks need to be managed, rather than avoided and that a rigorous approach to

all aspects of risk management is an integral part of good management practice. Through having a sound

risk management process we will ensure:

e That the council continues to achieve its objectives and outcomes and sustainable improvement in
services;

e That the council is developing and maintaining a safe and healthy environment for the public, and for
its employees; and

e That the council reduces the number and cost of insurance claims.

e That by mitigating risk we will make processes safer and more effective which in turn will reduce costs
and make us more efficient.

Risk is defined in line with ISO 31000:2009 Risk Management Principles and Guidelines.

There are many definitions of risk and risk management. The contemporary definition set out in ISO 3100
is that risk is the “effect of uncertainty on objectives” where uncertainty can be either positive or negative.

Risk Management is defined as ‘the culture, processes and structures directed towards realising
opportunities whilst managing adverse effects’. Its purpose is not to eliminate risk, but to understand it so
as to take advantage of the upside and minimise the downside.

Everyone has a role to play in our risk management policy. Combining shared leadership with a
team approach will help contribute to the success of integrated risk management.

Our expectations / commitments

e Senior Leadership team will own and maintain the corporate risk register which will be updated on a
monthly basis.
¢ Directors will ensure that there is an up to date divisional risk register for their divisions using the

7777777777777777777777777777777777777777777 ) U Deleted: attached in this H

meetings. Any divisional risk that has a score of 16 or greater will be referred to SLT for policy (Appendix 1)
consideration for inclusion on the Corporate Risk Register
Service Managers will document risks to meeting their team objectives.

¢ All committee reports that require a decision should be accompanied by a risk assessment

¢ All project and programme mangers will assess the strategic and operational risks associated with the
programme or project objectives.

e We will ensure that partnership working is part of our risk management approach; partnerships should
identify the risks to achieving their objectives and the council will document the risks to working in
partnerships.

- [ Deleted: ------- Page Break:------ ]
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Part One — Our approach to risk

1.1

1.2

1.3

14

1.5

1.6

1.7

1.8

1.9

Introduction

The aim of this policy is to set out Cheltenham Borough Council’s approach to risk and the
management of risk. It is presented in three parts; the first is our approach to risk management;
the second outlines the process for risk management and the third part sets out roles and
responsibilities.

The council believes that risk needs to be managed, rather than avoided and that a rigorous
approach to all aspects of risk management is an integral part of good management practice.
Through having a sound risk management process we will ensure:

e That the council continues to achieve its objectives and outcomes and sustainable
improvement in services;

e That the council is developing and maintaining a safe and healthy environment for the public,
and for its employees; and

e That the council reduces the number and cost of insurance claims.
Risk is defined as

“An uncertain event or set of events which, should it occur, will have an effect upon the
achievement of objectives, within the lifetime of the objective.”

Risk can be both negative and positive, but it tends to be the negative side that we focus on and
score . This is because some things can be dangerous, such as putting lives at risk or a cost to an
individual or the organisation in financial terms

Negative risk is represented by potential events that could harm the project. In general, these risks
are to be avoided and can be measured in terms of impact and likelihood. Positive risk, on the
other hand, refers to risk that we initiate because we see a potential opportunity, along with a
potential for failure.

There are two examples of positive risks. The risk could either be a positive experience, or the
reason for taking the risk has rewards that are well worth it. For example the risk could make us
feel better, or by taking a different option we could improve efficiency, reduce costs or improve
income by a greater amount than was originally identified. See also section 8 about monitoring and
managing risk.

Risk management is

“The activities required to identify and control exposure (negative risk) to uncertainty which may
impact on the achievement of objectives”. or/and to use Positive risks to help us exceed our
objectives.

From these two definitions, we can see that risk management is focused on the risk to meeting our
objectives.

Given the definitions above, the council will assess, monitor and manage risks to the achievement
of its objectives, including:

e Our corporate objectives — as set out in our corporate strategy;
o Divisional objectives;
e Service team objectives;

e Project and programme objectives; and
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This policy sets out how we will identify, assess and manage risks, how we will report risk and how
we will support risk management.

Everyone has a role to play in our risk management policy. Combining shared leadership with a
team approach will help contribute to the success of integrated risk management. More information
on roles and responsibilities is given in part 3.

Identifying, assessing and managing risks

The council will take a rounded view on what constitutes a risk. The starting point is that a risk
could be anything, from an internal or external source, that poses a threat to the achievement of
our objectives.

In terms of external sources, changing circumstances can have a significant impact on our ability to
deliver our objectives. The environment we operate in is not stable and is in constant flux. Good
risk management is about trying to anticipate these changes and put in place actions to respond to
the resulting risks by minimising the likelihood and/or impact. Our view of the source of external
risks could include the following:

e Local and national political change

e Local and national economic circumstance

e Social change

e Technological change

e Climate change

o Legislative change

e Environment

o Complying with equality considerations

e Change in the organisational structure for local government
e Changing expectations/needs from customer/citizens
e Change in how we are resourced

¢ Recommendations from assessment or review

In terms of internal source of risks, the ability of the council to continue to deliver its objectives is
dependent on the following:

e Finance - sufficient finances in place to deliver service;

e Human resource - enough skilled, competent, experienced, healthy, motivated staff in the right
place at the right time to deliver the service;

e Premises - the most appropriate environment from which to deliver the service;
e Technology — the most appropriate form of technology to support service delivery;

e Procurement — the most appropriate service/resource provider in place to deliver the service
objectives (if service out-sourced);

e Legal/Contractual — the most appropriate form of contract to guide service delivery;

e Partners — commitment from appropriate other partners (both internal and external) to deliver
the service;
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e Changing priorities — a stable environment in terms of organisation priorities, clear objectives
and manageable level of complexity;

¢ Information — an exchange of reliable information (internal and external) that is accurate and
timely on which decisions can be fairly and correctly based.

o Safety and security of assets.

It is also worthwhile noting that as we gradually adopt a commissioning approach whereby the
council may deliver services through different organisational models, then we must ensure that
these arrangements are included within our risk management processes. These risks can then be
included in the same register as all other risks to the delivery of the objective. When it is necessary
to the achievement of an objective to procure products and services, the risk/s to the objective if
the procurement process fails should also be identified and managed. When these ownership and
management mechanisms have been defined risk owners need to ensure that effective monitoring
and governance controls are in place to protect council assets.

In addition we would expect all programme and project managers to assess the strategic and
operational risks associated with the programme or project objectives before the project is selected
and approved. Risks should be reviewed as the project proceeds and included within the
Corporate Risk Register if the risk is likely to impact upon the authority as a whole.

All committee reports that require a decision should contain a risk assessment. These risks are to
the objectives of the report topic.

Risk management should not be seen as a separate management function; it is a core part of good
management.

The council have separate and detailed Health and Safety policies that provide advice about how
this type of risks should be identified and managed. They can be found at safety policies and
guidance | corporate pages on CBCi

Defining and scoring risk

Once risks have been identified using the information given above, the council would like risks to
be defined in a consistent way using the “cause and effect” approach (see Part 2, 5.3 for more
information). Risks will be then scored for impact and likelihood using the risk scorecard. (The risk
score is the multiplication of impact and likelihood.)

The initial score will be based on current circumstances and referred to as the ‘original’ score.
After controls have been actioned, the risk will be scored again. This score will be referred to as
the ‘current’ score.

Tolerance and controls

The scored risk can then be assessed against the council’s tolerance levels. Currently we have
three levels which set out the council’s attitude to that particular risk. The three tolerance levels are
coloured red, amber and green. Risks that are scored in the red and amber areas (7 and above)
will require action.

The council then has four options on how to control the risk;
e Reduce the risk

e Accept the risk

o Transfer the risk to a third party

o Close the risk
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The decision on how to control the risk will be made by the risk owner or an appropriate senior
officer depending on where the score falls in the tolerance areas and the costs associated with the
control.

Monitoring and managing risk

As risk management is an integral part of good management all identified risks should be recorded
and managed through either the Divisional Risk Register or the Corporate Risk Register. Corporate
Risks are monitored monthly and Divisional Risk Registers will be monitored quarterly at routine
Divisional Team meetings. Any divisional risk that has a score of 16 or greater will be referred
to SLT for consideration for inclusion on the Corporate Risk Register

The Corporate Risk register is held on the S: Drive and is collectively monitored and managed by
the Senior Leadership Team.

Recording risk

The risk registers should be used to inform decision making and resource allocation and should be
updated as required to meet agreed monitoring arrangements.

Divisional Risk Registers are the responsibility of Directors with the individual risks being assigned
to officers within the division (or across divisions where appropriate.)

The Corporate Risk Register is held on the s drive. Any new risk must be agreed by SLT before
being added to the register. Risks cannot be deleted from the register unless they have agreed that
it can be closed. Mitigating actions and deadlines can be updated by the risk owner at anytime
prior to the monthly review at SLT.

Risk registers & reporting risk

The corporate risk register
The ‘corporate risk register’ contains strategic risks to the organisation

- The longer-term risks to the delivery of outcomes (ambitions) are described within
the Corporate Strategy. The outcomes are linked directly to specific improvement
actions which again are described within the Corporate Strategy but are individually
risk assessed and managed within the Corporate Risk Register.

- Headline risks associated with exceptional circumstances.

Senior Leadership team will own and maintain the corporate risk register and associated
actions which will be updated on a monthly basis. The owner of the objective (or outcome)
is the owner of its associated risk/s.

The corporate risk register will provide the necessary assurance for the annual governance
statement.

Divisional, service area and team risk registers

Each division needs to take a proactive approach to risk management making sure that it is
embedded as a part of the good management of the division. Each division should compile and
maintain a divisional risk register that captures the risks to the delivery of its objectives.

Each service team, project/programme may also have a risk register which capture risks to their
respective objectives. The important issue is to make sure that risk is discussed and debated at
management teams and that risks are then identified and managed.
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It is also important to note that those particularly high scoring divisional risks will not necessarily
have a place on the corporate risk register unless it has a direct impact on our corporate
objectives. In this case, the cause or effect may be different and the impact and likelihood scores
must be scored appropriately.

It is possible that the same risk will appear in more than one register. The impact or likelihood may
be different against the different objectives and should therefore be scored accordingly. Where
actions to control a risk fall to another division, it is that division’s responsibility to implement that
action and the risk owner’s responsibility to remain updated and manage the risk accordingly.

Reporting risks

Monthly risk monitoring reports will be presented to the Senior Leadership Team and then
Quarterly to Economy and Business Improvement Overview and Scrutiny committee and Cabinet
which will include:

e The most significant corporate risks faced by the council;

e The associated management actions which are considered urgent;

e The resource implications of any management actions; and

e An overview of how significant risks may affect the Council’s ability to meet its ambitions.

Risk management reporting should be co-ordinated with continuous routine performance
monitoring; the ESP system links objectives, risks, activities and performance indicators.

Supporting risk management

Risk management co-ordination

The risk management policy, including any guidance notes, will be reviewed once a year by the
Audit Committee and the responsible Director and when necessary, updated to incorporate further
development in risk management processes and/or organisational change.

Where the council has established groups who have responsibility for risk, they should include
detail about their role in the terms of reference or constitution for the group.
Training

The requirement for risk management training which will ensure that elected members and officers
have the skills required to identify, evaluate, control and monitor the risks associated with the
services they provide, or govern should be identified through the appraisal process.

Risk Management training for staff and elected Members will be delivered through an elearning
tool on the learning gateway

Where required, training in corporate governance, of which risk management is a part, should be
identified through the induction process for all new employees and members.

Communication

Risk should be considered at least quarterly by management team and service team meetings as
part of good management practice. When necessary, new and emerging risks, significant change
and where control actions are significantly succeeding or failing should be discussed.

It is the responsibility of the risk owner to communicate and discuss risk and control actions with
other relevant officers, including those from other divisions.
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If the cause of a risk or the failure of an objective or activity has the potential to impact on another
objective or activity, it is the duty of the responsible officer to communicate that cause or failure to
the owner of the effected objective or action.

Information and guidance on risk management will be available to all employees with computer
access via the intranet and shared drive. Employees without computer access should speak to
their manager for a printed copy.

Employees will be kept up to date on risk management progress and good practice through
management meetings, team briefings and the intranet.

Part 2 - Process & Guidance

5.

5.1

5.2

5.3

54

5.5

6.1

6.2

How to identify and define risks

Identifying risks is about asking:

what could happen that would impact on the objective?

e when and where could it happen?

e how and why could it happen?

e how can we prevent or minimise the impact or likelihood of this happening?

What risks are identified and who you involve in the process will depend on whether you are
looking at a specific team area or at a more strategic, organisational level. It is best practice to
involve others in identifying risk as this gives you different perspectives on the same situation.
Those involved must be clear about what objective is being risk assessed. Approaches to identify
risks can include:

e Brainstorming on possible risks in a facilitated session;
e Mapping out the processes and procedures; asking staff to identify risks at each stage;
e Drawing up a checklist of risks and asking for feedback.

Risks should then be defined using the ‘if ..... then ...." (or the cause and effect or likelihood and
impact) approach and given a reference number.

Risks should be specific and worded carefully and concisely and should not consist of a single
word.

Risks should be outcome based and if one cause creates several impacts, each impact should be
identified separately. This is because each might result in a different score and control.

How to score risk

The council has produced a scorecard to help risk owners score the risk by assessing impact and
likelihood (effect & cause).

Impact

To help assess the impact (effect), we have identified a scale of impact from 1 to 5;

1) Low
2) Negligible
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Risk owners are encouraged to decide the scale of the impact by considering what type of impact «-
the risk has on the objective, using the, risk typesFinancial, Employee, Capacity, VFM, H&S and wellbeing,

Business continuity, Contractual Governance, Reputation, Customer satisfaction, Governance, Performance forecasting and

Corporate Strateqy

A full description of impact type and scoring is detailed in the ‘impact scorecard’ which should be
used when assessing risk.

Likelihood

To help the risk owner assess the likelihood score (cause), we have identified 6 categories of
likelihood that the risk will occur during the lifetime of the objective. These are:

Score | Likelihood Probability | Action
1 Almost impossible | 0-5% Awareness of risk, no action
2 Very low 6-15% Action to ensure likelihood does not
increase
3 Low 16-30% Preventative action required
4 Moderate 31-60% Minimise probability and/or impact |
5 High 61-90% Minimise probability and/or impact
immediately
6 Very high >90% Plans made in advance must be carried out.
Risk score

The risk score is a multiplication of impact and likelihood.

On occasion it is possible to have a risk that proposes more than one score of impact, e.g. a
single cause that could have minimal cost implications, maximum cost implications or anywhere in
between. In this instance, we advise that you score and manage the risk according to the most
likely scenario. Using the areas of tolerance may also help.

Selecting a risk control and understanding tolerance

The scored risk can then be assessed against the council’s tolerance levels. Currently we have
three levels which set out the council’s attitude to that particular risk. The three tolerance levels are
coloured red, amber and green. Risks that are scored in the red and amber areas (above 7) will
require action.

Score | Colour Action/need to apply control Responsibility
1-6 Green Acceptable, subject to monitoring. | Risk owner
7-15 Amber Needs active management Risk owner
16-24 | Red Requires urgent attention Manager

The decision on how to control the risk will be made by the risk owner or an appropriate senior
officer depending on where the score falls in the tolerance areas and the costs associated with the
control.

The council has four options on how to control the risk; +~

[ Control | Description | Tolerance area
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Reduce | The impact and/or likelihood needs to be reduced.

Amber or red

Accept Impact and/or likelihood is at an acceptable level, it is
impossible to reduce or is more cost effective to take the
risk in not treating.

Amber or green

Transfer | Some of the risk is better controlled by an external partner. | Any
However some of the risk will remain (e.g. reputation) and
that needs to be managed.

Close The risk has been terminated or is exceptionally low. Green

Monitoring and managing risk

As risk management is a an integral part of good management our view is that risks should be

reviewed at least quarterly and revised as and when actions prove to be successful or

unsuccessful and when new information becomes available.

Progress of action Further action

Positive but by a small margin Current action not as effective as first hoped.
Make changes or think of new action.

Positive by a significant margin | Current action successful — redirect resources.

Negative Current action unsuccessful. Need new action.

The identification of risk may raise the question not to pursue a course of action. If this decision is

made, it must be clearly documented.

The identification of risk may raise a success or positive learning point. This should be

communicated to those who may benefit.

Risk registers

All risks will be recorded in either a Divisional Risk Register or a Corporate Risk register.

A risk register will record:

o Risks identified - to an objective, including a reference code and specified using “if...& then...”;

e Original risk assessment and score based on impact and likelihood;
¢ Risk owner;

e Date raised;

e Control applied;

e Actions to control the risk;

e The officer responsible for the action;

¢ Anindication as to whether the mitigating actions are on target

e The action status including progress notes;

o Current risk assessment and score once the action has been implemented.

e The date the risk was last reviewed
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9.3 Confidential Risk

Government Act 1972,

9.5 Al corporate confidential risks will be recorded in the normaI way but they will be redacted.as

9.6 Advice on the wording and inclusion of any confidential risks within the Corporate Risk Register V}\‘,,
must be sought from One Legal. ik

9.7 The Senior Leadership Team may decide that they require additional assurance in respect of a
particular confidential risk because it is not in the public domain, in which case it can be referred to

the Corporate Governance group. Where they are referred they will be discussed with the risk
owner and the outcome referred back to the SLT.

9.8 A process chart relating to the management of confidential risks is available on the Intranets Risk
Management page.

v _ _ _

Part 3 - Roles and Responsibilities

| Everyone has a role to play in our risk management policy. Combining shared leadership with a team
approach will help contribute to the success of integrated risk management.

10. Elected members

10.1 All elected members have risk management responsibility; they should promote the desired culture
essential for successful risk management, acknowledging risk management as a strategic and
operational tool to further the council’s objectives. All should feel secure that, by identifying risk in
their area, they are doing so within a corporate framework that is robust and easily understood.

10.2 The risk assessment included in all reports, that require a decision, that are brought to council,

cabinet and committees should be used to inform decision making and should be revisited to
ensure the risks are being managed.

10.3 They will also participate in training workshops to maintain an up-to-date understanding of how
CBC manages risk.

10.4 Audit Committee

10.5 Audit Committee will endorse the council’s corporate risk management policy, and at least
annually, monitor and review the effectiveness of risk management systems and its contribution to
corporate governance arrangements.

10.6 Audit Committee will also seek assurance from the internal audit team that risks are being
managed in an appropriate manner and by the terms of this policy.

10.7 Economy & Business Improvement Overview & Scrutiny Committee

10.8 Economy & Business Improvement Overview & Scrutiny Committee will monitor the corporate risk
register quarterly when reviewing the council’s performance to ensure that a control has been

identified and that effective action is being taken and is being used to inform service delivery and
improvement.

- { Formatted: Font: Bold
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10.9 Cabinet and council
10.10 The Cabinet will approve the Risk management policy.

10.11 Cabinet and Council, as decision-making bodies, will be made aware of risks associated with any
decision taken to them. They will have the responsibility to ensure that any risks to a report or
project they sign off are managed and should request a revision of previously identified risks as
and when necessary.

10.12 The Corporate Risk Register will be reported to Cabinet on a quarterly basis so that they can
monitor the progress of mitigating action.

10.13 The Leader has risk management identified as part of their portfolio. They will have responsibility
to ensure that their cabinet colleagues consider risk when setting policy and making decisions.
These risks should be revisited to identify how they are being managed.

10.14 Individual cabinet members should seek assurance that the risk management process is being met
in reference to their respective portfolios through discussions with Directors.

10.15 The Corporate Governance Group

10.16 The Corporate governance Group are consulted on proposed amendments to the Risk
management policy and the Corporate Risk Register.

10.17 The Senior Leadership Team can request that the CGG review and challenge any risk or group of «--- ‘{Format_ted: Bullets and
risks to ensure that they are being recorded, scored and monitored correctly. This additional review Numbering

process which can be found on the intranet relates to confidential risks and is designed to provide
additional assurance to SLT and the risk owners that they are being managed correctly.

11. Officer responsibilities

11.1 The Chief Executive and Executive Board have strategic responsibility for the risk management
policy and collectively oversee the council’s effective management of risk. In their role as ‘coach’,
they will advise and support senior managers to ensure that risk is managed consistently and in
line with this policy.

11.2 The Executive Board are responsible for setting tolerance levels. The risk owner is empowered by
Executive Board to make decisions about the control of the risk, depending on the risk score and
what tolerance area it falls within.

11.3  They will consider corporate risk as part of developing and implementing the council business plan
and corporate strategies, projects and programmes.

11.4 The Senior Leadership Team are collectively responsible for overseeing the risks recorded on the
Corporate Risk Register

11.5 Directors are responsible for managing risks to the delivery of the objectives of their own division, - [ Formatted: Font: Bold
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jointly with their service managers. These risks will be managed in accordance with this policy,
using the risk register template attached.

11.6 The Director of Resources is responsible for minimising the overall cost of insurance claims
which do arise and supporting the risk management programme by supplying any advice and data
to the Board.

11.7 The Director of Resources is responsible for monitoring the implementation and effectiveness of

this risk management policy and for reviewing compliance with controls introduced by all other - [ Deleted: assistant

directors to collectively manage risks_through the Senior Management Team. Any responsibilities
delegated to internal audit will be covered in the annual internal audit programme.
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13.
13.1
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13.3
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The Audit Partnership Manager is responsible for ensuring that where corporate risks are
identified in the Annual Audit Plan they are cross referenced to the Corporate Risk Register.

Service managers

Service managers are responsible for identifying and managing risks to the objectives of their
service team in line with this policy. The council encourages managers to identify, understand and
manage risk, and learn how to accept risk within the applicable tolerance level.

They should ensure that their teams carry out risk assessment, where appropriate, as a routine
part of service planning and project management, including reporting to members.

All council employees
The identification of risk relies on input from teams and individuals.

A ‘Risk Owner’ is the owner of a risk and will manage that risk accordingly. This will involve
maintaining awareness of how control actions are progressing.

All actions identified to control a risk will be assigned to an individual officer who will be called the
action ‘Responsible Officer .
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Page 11: [1] Deleted

Administrator 23/02/12 10:02 AM

The scale increases as the type worsens; e.g. 0-10% impact on budget = score 1
/ >90% impact = score 4:

Type of impact

Cost % of budget; % resource cost; Value for money; Cost of legal action,
Personal health & safety, Morale.

Quality Interruption of service provision; Negative assessments/intervention
from Government; Breakdown of joint working.

Outcomes Reputation (media coverage & complaints); Missed targets; Poor
governance; Impact on delivering customer needs.

Time Schedule slippage; Capacity; Staff time

Page 17: [2] Deleted Administrator 23/02/129:36 AM
Risk Category Impacts Impact Score
Resources <10% financial cost impact due to legal issues, 1 1
Resources <10% of objective's budget, 1 1
Resources <10% resource cost, 1 1
Resources Low morale is contained within team and managed. 1 1
Resources Minimal negative impact on value for money, 1 1
Resources Risk to personal health & safety is no more serious than a sticking plaster, 1 1
Quality Brief interruption of non-core service provision, 1 1
Quality Minor breakdown of joint services or contracts. 1 1
Quality Negative assessments that do not impact on overall outcome, 1 1
Outcomes Minimal impact on delivering customer needs. 1 1
Outcomes No media coverage/minor complaints, 1 1
Outcomes Poor governance but zero impact on outcomes, 1 1
Outcomes Targets are missed but only marginally with no impact on other targets or objectives. 1 1
Time 10% or less reduction in capacity with minimal impact on overall outcomes, 1 1
Time <10% delay in schedule with no impact on other targets, 1 1
Time <10% staff time with minimal impact on service delivery, 1 1
Risk Category Impacts Impact Score
Resources 11-30% financial cost impact due to legal issues, 2 2
Resources 11-30% of objective's budget, 2 2
Resources 11-30% resource cost, 2 2
Resources Risk to personal health & safety may result in broken bones/illness, 2 2
Resources Some hostility from staff and minor non-cooperation. 2 2
Resources Some negative impact on value for money, 2 2
Quality Poor assessments with marginal impact on overall outcome, 2 2
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Quality Slightly reduced service provision with marginal disruption, 2 2
Quality Some breakdown of joint services or contracts with disruption to progress, 2 2
Outcomes Adverse local media/negative local opinion/formal complaints, 2 2
Outcomes Governance has been missed/misunderstood/not up-to-date with marginal impact on improvement, 2 2
Outcomes Some customer needs or expectations may not be met either in time or quality. 2 2
Outcomes Targets are missed with marginal impact on other targets or objectives and resources, 2 2
Time 11-30% delay in schedule with marginal impact on other targets, 2 2
Time 11-30% reduction in capacity with some disruption to overall outcomes, 2 2
Time 11-30% staff time with marginal impact on service delivery, 2 2
Risk Category Impacts Impact Score
Resources 31-60% financial cost impact due to legal issues, 3 3
Resources 31-60% of budget, 3 3
Resources 31-60% resource cost, 3 3
Resources Industrial action in the short term/staff leaving. 3 3
Resources Risk to personal health & safety includes sustained or major illness of 1 or more people, 3 3
Resources Severe negative impact on value for money inc. risk to reputation & external intervention, 3 3
Gl Collapse of at 1§ast one aspect of joint service or contract with significant disruption or temporary 3 3
suspended service.
Quality Negative assessment require temporary intervention into service service/qualified audit opinions, 3 3
Quality Service suspended in short term with noticeable disruption, 3 3
Outcomes Adverse local & national media/member's/senior staff position threatened, 3 3
Outcomes Governance arrangements have failed with some reputation/legal implication and cost to recover 3 3
Outcomes Key customer needs or expectations may not be significantly met either in time or quality. 3 3
Outcomes Targets are missed with significant reputation/legal implication and cost to recover, 3 3
Time 31-60% delay in schedule with significant impact on other targets, 3 3
Time 31-60% reduction in capacity with temporary suspension of services or questionable to proceed, 3 3
Time 31-60% staff time with significant impact on service delivery. 3 3
Risk Categor Impacts Impact Score

Page 18: [3] Deleted Administrator 23/02/12 9:35 AM
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Code Risk score Risk Management view
16 —24 Must be managed down to reduce risk scores as soon as possible, or agree a
contingency plan
Amber 7-15 Seek to improve the risk score in the short/medium term or develop a contingency
plan
Green 0-6 Tolerate and monitor within the division
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Cheltenham Borough Council
Audit Committee — 21 March 2012
Revised Code of Corporate Governance

Accountable member Councillor Steve Jordan, Leader of the Council
Accountable officer Director of Resources, Mark Sheldon

Accountable scrutiny Economy and Business Improvement
committee

Ward(s) affected None

Key Decision No

Executive summary The Council has approved a Code of Corporate Governance (the Code) that
is based upon a SOLACE and CIPFA model and there is a requirement to
review the Code annually to ensure that it remains up to date and relevant.
This year the review has taken place alongside the work that has been
undertaken to review the Constitution.

The key changes ensure that;
- it reflects the work of the council in respect of commissioning

- the deletion of appendices relating to policies so that they can be included
separately as an appendix to the Constitution

The Director of Resources will consider any recommendations from this
committee and amend the Code accordingly before it is presented to
council in March 2012. Following approval by Council the Code will become
an appendix to the Constitution.

Recommendations The committee consider the revised Code, suggest any further
changes as appropriate and recommend it to council for approval.

Financial implications Good corporate governance arrangements assist in protecting both the
councils and taxpayer’s assets from financial loss. The policy continues to
demonstrate that the council ensures that this is an important principle is
embedded in the organisation. There are no specific financial implications
arising from this report.

Contact officer: Mark Sheldon, mark.sheldon
@cheltenham.gov.uk, 01242 264123

Legal implications The Code is a transparent way of evidencing that the Council is committed
to sound governance.

Contact officer: peter.lewis@tewkesbury.gov.uk, 01684 272012
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HR implications
(including learning and
organisational
development)

There will need to be awareness among the relevant officers of the revised
Code of Corporate Governance, (i.e. the key changes).
Contact officer: Amanda Attfield,

amanda.attfield@ cheltenham.gov.uk, 01242 4186

Key risks

If the code of Corporate Governance is not updated and implemented then
there is a risk that we will not meet policy and legislative requirements

If the Council does not maintain a robust governance framework then there
is an increased risk to it not doing the right things, in the right way, for the
right people, in a timely, inclusive, open, honest and accountable manner

If the Council does not have an effective governance framework then there
is an increased risk of error, fraud and corruption.

Corporate and
community plan
Implications

Effective corporate governance supports the councils Corporate Strategy,
MTFS and partnership working arrangements.

Environmental and
climate change
implications

None

1. Background

1.1 The current Code of Corporate Governance was approved by the Audit Committee in January
2010 and by Council in the following March. It was reviewed by the Corporate Governance Group
in March 2011 but there were no recommendations for it to be updated at that time. In-line with
the policy requirements it was reviewed again in February 2012.

1.2  The recommendations from the KPMG Public Interest Report relating to governance have been
fully implemented including a review of the Risk Management Policy and the Constitution.

1.3  The amendments to the Code include details of what key documents support it based upon the
model CIPFA/SOLACE framework and removes appendices A and B that listed policies so that
they can be referred to separately within the constitution

2. Reasons for recommendations

21  The council has adopted a commissioning approach to delivering its services which has led to the
development of a Commissioning Protocol which describes the principles that govern the
approach to commissioning and provides a description of the context in which commissioning is
undertaken which is referenced within the Code.

2.2 The Audit Committee are also being asked to consider if there are any other further issues that it
wishes officers to consider as part of the review so that they can ensure that it fully reflects the
governance arrangements that are in place.

3.  Alternative options considered

3.1 None

4, Consultation and feedback
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4.1 Senior officers involved in the constitutional review and the development of commissioning have
been consulted and their views have been fully reflected in the revisions made. The Corporate
Governance Group and the Senior Leadership Team have also been consulted.

5. Performance management — monitoring and review

5.1  An Annual Governance Statement reflecting the effectiveness of the current governance
arrangements as defined within the Code will be reported to the Audit Committee and to Council

in June 2012.
Report author Bryan Parsons, Corporate governance, risk and compliance officer
bryan.parsons@cheltenham.gov.uk,
01242 264189
Appendices 1. Report Risk Assessment
2. The draft Code of Corporate Governance
Background information 1. None
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Risk Assessment Appendix 1
The risk Original risk score Managing risk
(impact x likelihood)
Risk | Risk description Risk Date raised Impact | Likeli- | Score | Control Action Deadline Responsible Transferred
ref. Owner 1-4 hood officer to risk
1-6 register
If the code of Director 21/03/2012 3 1 3 Reduce Directorsto | 31/03/2013 Corporate No
Corporate Governance Resources ensure Governance,
is not updated and that any key Risk and
implemented then internal Compliance
there is a risk that we policies are officer
will not meet policy and maintained
legislative and used in
requirements. line with the
constitution,
Financial
Rules and
Legislation .
o
If the council does not Director 21/03/2012 3 1 3 Reduce Review and | 01/04/2012 Corporate No Q
maintain a robust Resources revise Code Governance, '8
governance framework of Corporate Risk and 0
then there is an Governance Compliance o
increased risk to it not officer
doing the right things,
in the right way, for the
right people, in a
timely, inclusive, open,
honest and
accountable manner.
If the council does not Director 21/03/2012 3 1 3 Reduce Revise 01/03/2013 Corporate No
have an effective Resources assurance Governance,
Governance framework check lists to Risk and
then there is an measure Compliance
increased risk of error, changes officer
fraud and corruption. introduced
through
amendments
to the
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constitution
and report
within the
2012/13
annual
governance

statement

Explanatory notes

Likelihood |Likelihood

Impact Description IsTgfg ¢
Negligible 1
Marginal 2
Major 3
Critical 4

Fliateldllisy Description [Score
0% - 5% ﬂrggiible o
5% - 15% [Merylow |2
15% - 30% |Low 3
30% - 60% [Significant 4
60% - 90% [High 5
> 90% \Very high |6

Control - Either: Reduce / Accept / Transfer to 3rd party / Close

Impact — an assessment of the impact if the risk occurs on a scale of 1-4 (4 being the greatest impact)

Likelihood — how likely is it that the risk will occur on a scale of 1-6 (6 being most likely)

I8 obeg

$rg4jOxwv.doc

Page 5 of 5

Last updated 08 March 2012



This page is intentionally left blank
Page 82



20pHD0

PasIA_Y TIOT €0 1T\SQ[ld 1ousd] |
Arexodwo\s3uneg [eooT\dsimaps3umes | 4
pue sjuawndo(\:D :pajajeq

oopedel Bumoloy DOD | 1

PISIARYL ZI0T €0 [T\ DN TO\S?ILL
jouIdiu] Arezodwsd 1\sSumeg

[eso\suosred ueAiq\s3umnieg !
pue sjuswindo\:) :pajdea |

ale sa|diound
9 9soy} ‘way} yym soueldwod buunsus |
1o} (g pue v xipuadde) sjqisuodsal |

9Je OYM SJ9o1j0 By} pue :pajdjea | /

pJemio} :pa3ajad w\

Page 83

b
ol :pa3vIe@ .

paJajua) :payjew.od w S

<

Kienuep :pa3ajaa w -

5OpDDD PISIAST ¢ XIpusddy 6 PNV [C €0 ¢l0C\ALDCLOGT\ YOO TUSIU0\S[L] JSUISIU] ATBIOUWS [\SMOPUI A\ JOSOIAN B0 T\eleqddVBUOLT\SISS VD |

-:aJe [19uno?) 8y} jo so|diouud asueussnob al0d ay] -

“‘eoueujenob
a)el0di09 poob jo sajdiound g ay) 198w 0] Jylomawely B Yim [19uno) ay} apinoid ey} sainpasoid pue saioljod [eulaiu| Aay s) sauiuapl
U "IOVI0S/VAdID Ag papuswiwiooal yiomawel) ay} yum buifidwod si [1ounod ay} jey} sjelysuowap 0} sI 8po9 siyj jo asodind ay] G'|

"sysl pue sabus|ieyo mau o} Bunyoe-al AjaAjoe-oid jo ajgedes pue Bujuiy}

"SaIlUNWIWOD JIay} pes| pue ypm abebus pue o} Junodoe s|iouno) Aem ay} sepnjoul sy} ‘Juswiuianob [eoo] Jo ased ayy
U] "Paj|043u0d pue pajoallp ale suolesiuebio Yoiym Agq senjea pue sainynd ay) pue sassaesold pue sws)sAs ay) sesudwod 80UBUISAOL) ¢°|

"JauueWw 9|qelunod2e pue jssuoy ‘uado ‘eaisnjoul
‘Alowiy e ul ‘ejdoad ybu ayy 1o} ‘Aem jybu ayy ul ‘sbuiyy b sy} Buiop aie Asy) jeyy ainsus suoljesiueblo Moy JNoge SI 9OUBUISAOD) 2|

‘9p0) siy} Jo uondope.ay} ybnoliyy usyibuails o0} swie 3 yoiym aonoeld }saq
JO sjoadse Auew sajelsjisuowsp [10UN0) Y| ‘aoueuIdnob sjei0diod poob jo sojdioulid sy} 0] papiwwod si 1I9uno) ybnoiog weyusyay) |°|

uononpo.u| 'L

e - Zroz ysaely

uoisiap paroiddy sapiwwio) Jipny

99URUISAOK) d)el0dio) JO 8po)

"TIONNOD HONOJOd

INVHNHITAHO




5OpDDD PISIAST ¢ XIpusddy 6 PNV [C €0 ¢l0C\ALDCLOGT\ YOO TUSIU0\S[L] JSUISIU] ATBIOUWS [\SMOPUI A\ JOSOIAN B0 T\eleqddVBUOLT\SISS VD |

20p'DD0 e ——— =
pasIAdY Z10Z €0 Tg\soqifousoy | 0 /) 10 diysiauped ul ‘Ajjoalip 18y}aym saoipias

Arerodwo 1\s3umpeg [eao\dsimapsumos f1jenb aA199a1 s19sh ainsua 0} 13pJo uj
pue sjuawndo(\:D :pajajeq ; .

o0p°[e3a] SuIMO[[0) DD
PISIARYL ZI0T €0 [T\ DN TO\S?ILL

Jouau] Arerodwo \s3umag | | souew.lopad pue uoiisod |eloueuly S} ‘SjUSLIBABIYOE
fesosuosred uefiqis3umag |/ | pue saljiAioe s Ajlioyine ay} ajediunwiuiod
puv sjuowmood\-J iparLfed | . 0} siseq Ajawi} e uo podas [enuue ue ysiidnd »

. uoday |enuuy
h ®Poa w e e T ‘salped ||e Aq pgaibe
( aney :pa3afe | jed)S $S820Y AYunuiio PUE pO0}SIapun SI Jey} YJOM JISY} JO UOISIA UOUWod
Tr ABajeng sedinIeg Jawolsn) :pajajed %\ KBajeng uoneynsuo) e Ag pauuidispun aJe sdiysiauped jey) aingug .
ABejens ‘sjuswabuelle soueuianob
juswdojana uonesiuebliQ pue sjdoad s Ajioyine sy uo joedwi sy pue eale [ed0| 3y} 10}

uoniquie s,Ajloyine sy} siseq Jejnbal e uo maipey «
ue|d uonoy Jeak |
‘sanjeA pue sapfioud

ue|d sjesodio) Jesh g Aoy ‘uomquie s Ayoyine sy ajowoud pue dojape( .

-:|IIM [19UnoY
-:ybnoayj paaaiyoe aq |Im siyl | ay3 diysiapes| o16ajel)s 9s1219Xa 0) ._wJo uj

s|qeL uoﬂa::o"; -

Page 84

-:Buimoljo} ey} Bunjeuspun 0} papiwwod si |1DUno) ay} ajdiduud siy} Jo syuswalinbal sy} poddns o

eoJe [ed0] oy} J0J
UOISIA € bunjuawa[dwi ue bunjeaid pue AJuNwWOoD o 10} SOWO0JIN0 UO pPUE |IoUN0) oY) JO asodind ayj uo buisnood - | aidiounig

so|didulid XIS a3 Y3IM aduelduio) 7

Ayjigejunoooe a1ignd 1sngol ainsua 0} siapjoyayels 1ayjo pue gjdoad [e20| yum buibebus
pue ‘aA1j08)e 8 0] SI921y0 pue siaqwaw jo Ajjiqedes pue Ajoeded ayy buidojanap
su Buibeuew pue Auiinios aajoays 0} 109lgns aie Yyoiym suoisioap juasedsuel) pue pawiojul buiyel
‘Jnoineyeq pue
1onpuod jo spiepuels ybiy Buipjoydn ybnoiyy aoueusanob poob jo sanjen ay} Buiesysuowsp pue Ajioyine ayy 1o} sanjea bunowoid ¢
‘s9]0J pue suonouny pauyap Apes|o yum asodind uowwod e ansiyoe 0} Jayjebo} Buiyiom si1aoO pue sisaquisiy ‘g
‘eale
[B00] 8y} 1o} uoisiA e Bujuawajdwi pue Buijesld pue Ajunwwod ayj} 10} Sewo9no uo pue Ajioyine ay) jo asodind ayj uo Buisnooy |

< 10 ©



5OpDDD PISIAST ¢ XIpusddy 6 PNV [C €0 ¢l0C\ALDCLOGT\ YOO TUSIU0\S[L] JSUISIU] ATBIOUWS [\SMOPUI A\ JOSOIAN B0 T\eleqddVBUOLT\SISS VD |

20pHD0

PISIAAL TIOT €0 [T\SA[1 1outa] |
Arejodwo [\s3umag [eoo\dsimap\s3umeg | /
pue sjuawndo(\:D :pajajeq

oop[e3a] Sumo[[oy DD | /¢
pasiaar 7107 €0 120108 | |/ =) -

Jouwssiuy Aresodwo\sSumeg | | |04 pue suoljounj paulap Ajiea|d yjim asodind uowwiod e aAalyode 0} 19Y}abo} bulyJOM SI321}JO pue sIaquiajj - Z d|didulid

[eso\suosred ueAiq\s3umnieg

pue sjuawnoo(\:) :pajaleq |

: Buimoj(o} :pajdfed w

"suoIsIoap pue
sue|d ‘saijod jo Joedwi |eJUSWUOIIAUS BY} m::mmAmS_ .

‘Ajonjoays souewlopad
pue Asuow 1o} anjeA M3IASJ 0} PaPasU uoeuwloyul
Ue|d [elouBUI4 WIS WNIPSJ 8y} sey ‘speuw sey Ajioyine sy} yoiym syusweblelre

diysisuped Aue Jo Ajioyine sy} ey ains ayew
pue painseaw aq 0} S| Asuow Joj anjen Moy apIqaq «

ABajens uswabeuel) |BJUSWUOIIAUT

Abajels Juswalinooid

-:IIM [19UNno) a3y} Asuow
10} 9N|BA JUD||99Xd BAIDAI SI9SN 9IIAIDS
-:ybnoayj paAaiyoe aq ||Im syl pue siaAedxe} jJeyj pue sasinosal jolasn
}S9q Sa)yew [I2UN0Y 3y} INSU 0} JAPJO U]

Page 85

Sjuslsbuelle juswabeuew Jusljd eAosLT

sue|d Aununuo? ssauisng ajesodio)

‘leninwi Jo isnJy Auedwod
ABerens T s s e s m e e - ]

AIUNWWOD 3|geurEISnS :pateRa | - PY1 o1 SYIOMaWEL} 90UEUISA0b sjendolday

S)eble) souewiofad [NJBUlUEs| KISAI|Op S0IAISS Ul SINjIe) Yum| [eap

yiomawel} pue Ajjuapi 0} sjuswabuelle aAljoaye ade|d ulind .

juswabeuew mocmctotwa A0l T ‘a|ge|lene si >_._N nbal

]|000}0.14 BUIUOISSIWILIOY) pue Ajaaioays Aljenb aoinIas mainal 0} papasu
uoljewJojul ayj jey} ains ayew pue painseawl
a( 0} sI slasn 4o} a2IAIas Jo Ayijenb ayy moy apigaq »

Kbajeng sjelodion

-:IIM [19Un0) ay} BuluoIsSIWWOopP Aq




20pHD0

PasIA_Y TIOT €0 1T\SQ[ld 1ousd] |
Arexodwo\s3uneg [eooT\dsimaps3umes | 4
pue sjuawndo(\:D :pajajeq

o0p°[e3a] SuIMO[[0) DD
PasIALr T[0T €0 120N TO\S?ILL
jouIdiu] Arezodwsd 1\sSumeg
[eso\suosred ueAiq\s3umnieg

pue sjuawnoo(\:) :pajaleq |

b:perepa |

Page 86

3|qel penewod w .

5OpDDD PISIAST ¢ XIpusddy 6 PNV [C €0 ¢l0C\ALDCLOGT\ YOO TUSIU0\S[L] JSUISIU] ATBIOUWS [\SMOPUI A\ JOSOIAN B0 T\eleqddVBUOLT\SISS VD |

-:yBnoayy panaiyse aq |Im siyL

- :JIIM |19UNO) 3y} SIdD1Y0
pue siaquiaw udamjaq s)sixa diysuonejal
BunjIOM 9AI3ONISUOD B BINSUD O} JIPIO U|

]0003014 BUIUOISSIWUWO))

ABsjeng
juswdojana uonesiueblip pue sjdoad

suone|ay JeoIO/Jaquisy Joj [000301d
99)JILIWIOY 10} DOUDISYSI JO SWIS |
uonNISUOD

$I30140 104 JONPUO) JO 3P0

slaquiawl
[IoUN0D yslied pue siaquisjy pejdo
-09) ‘SIaquIB| J0} JONPUOY JO BP0 [B20T

sapiwwo) Aui
8y} Joj} saljjigisuodsal pue s8[0J Jes|d Ysi|qe

"$19011J0 JOIUSS JO saljiqisuodsa
$9|0J @A10adsal By} JO JUSWIS]E]S JES|D B JN0

"90I
ojui siy} bumnd spsemo} yoeoisdde s Ajud

niog
1S3 -
pue
1SS

oeld
yine

8y} pue saiiigisuodsal [enpIAIpUl PUB 38}

JO SWuUa) Ul yjoq siaquialy 40 saljiqisuodsa.
$8]0J 9Aj0adsal 8Uj) JO JUSWSE}S JEs|o B Jno

pue
193 -

-:1yBnoayy panaiyse aq |Im siyL

J[IIM [19uno9 ay} uonesiuebio ayj Jnoybn

o1y

diysiopea] oApoaye ainsua o0} Japio uj




20pHD0

PISIAAL TIOT €0 [T\SA[1 1outa] |
Arexodwo\s3uneg [eooT\dsimaps3umes | 4
pue sjuawndo(\:D :pajajeq

o0p°[e3a] SuIMO[[0) DD
PasIALr T[0T €0 120N TO\S?ILL
jouIdiu] Arezodwsd 1\sSumeg
[eso\suosred ueAiq\s3umnieg

pue sjuawnoo(\:) :pajaleq |

5OpDDD PISIAST ¢ XIpusddy 6 PNV [C €0 ¢l0C\ALDCLOGT\ YOO TUSIU0\S[L] JSUISIU] ATBIOUWS [\SMOPUI A\ JOSOIAN B0 T\eleqddVBUOLT\SISS VD |

-:yBnoayy panaiyse aq |im siyL

-:[Im
louno) ay} ‘4eajd ate olgnd pue siaujied
s}l ypm sdiysuomejal s}l aInsuad 0} JapIo uj

N~
m 10901944 12910 BuLioyuO :pRIRIRa u\ -

(@)
©

a~

ﬁ bsuonenbail |eioueul pue :pajajeq % -7

h 10 sjoadse ||e :pajajed w i Wik

m :pajajed w T

uonNIISUOD

s18210 0} uonebajeq J0 swayosg

[000}01d J82IO/IaquIB)

"Yyum paljdwod ale suonejnbai

‘seynjess’ N3 pue i o|qedlidde ||e yey) pue pamoj|o}
ale sainpadsold paaibe jeyy bunsus oy Ajioyine
3y} 0} a|qisuodsal 18210 Buliojuo| By} SXEIN «

"|JOJJUOD [BIDUBULY [BUIS)UI JO WS)SAS BAI0aYS

ue Bululejuiew Joj PUE ‘SJUN0JJEe puUB SPJodal
[eloueuly sado.d Buideay Joy ‘sispew |eloueul [je uo
uanib si eoinpe ajeldoidde jeyy Buunsus Joy Ajuquine
8y} 0} 8|qisuodsal J8oIO LG | UOIOSS 8y} a3

*paulejuiew s| SaAI308[qo pue ssjol

Jo Buipuelsispun paleys e ey} pue diysuonelal ayj ul
Al1ea sajol annoadsal Jisy) sjenobau aAlnNdax3 Jaiyd
pue Japea sy} Jey} ainsus 0} sjoo0joid dojapeq »

"30INI8G pled JO peaH Se 9[0J siy ul juswabeuew
S 0] 3|genpooe

‘paiinbai uaym pajepdn pue

palojuow si } Jey} ainsua pue uole|siba| Juepslal
10 JUno2oE Buiye)l Ajloyine sy} Jo UoISIOap dA139a||00
10} paniasal Ajjeolyioads siajew asoy) JO S|npeYos
|ewoy e Buipnjoul ‘UoiNISUOD By} UIYIM sidmod
aAIesal pue uoiebsjap Jo swayos e aulwie}e(

"sj000}04d
12010/JaqIB|\ Jes[0 pue aAloaye dojena(q «




20pHD0

PasIA_Y TIOT €0 1T\SQ[ld 1ousd] |
Arejodwo [\s3umag [eoon\dsmaps3umes | 1
pue sjuawndo(\:D :pajajeq

o0p°[e3a] SuIMO[[0) DD
PasIALr T[0T €0 120N TO\S?ILL
jouIdiu] Arezodwsd 1\sSumeg
[eso\suosred ueAiq\s3umnieg

pue sjuawnoo(\:) :pajaleq |

Page 88

l<#> :pa3ajed u -7

s|qel panew.od w L

5OpDDD PISIAST ¢ XIpusddy 6 PNV [C €0 ¢l0C\ALDCLOGT\ YOO TUSIU0\S[L] JSUISIU] ATBIOUWS [\SMOPUI A\ JOSOIAN B0 T\eleqddVBUOLT\SISS VD |

-:Buimojjo} ay} Bunjepspun o0} papiwwod si |1PuUno) ay} ajdiduud siy} Jo syuswalinbal ay} poddns o

INOIABYa( pue }ONpUO0D JO SpIepue}s

ybiy buipjoydn ybnoayj ooueuioAob poob Jo sanjeA oy} buijesjsuolWiop pue [IoUNo) 9y} 10§ SON|eA buowold - ¢ o[diourid

]0003014 BUIUOISSIWUWO)

‘'suoIsIoap Jaupued 0} uonesiueblio

1oy

puiq o} Aoyine Jiay} Jo Jusixe ay} sieuped Jayjo
| 0} Jes[o 8ew pue puejsiapun yyoq suonesiuebio

1o seAieluasaldal Jey) ainsus -

diysiauped ay} jo sniejs
|eba] ay} Inoge Ajie|o si aiay} ey} ainsus -

:diysssuped ui Bupjiom ug

UM

>

|020}014 BUIUOISSIWWO)

Aaij0d syuswAedianO g19/9H

(payeup buiaq) Aoijod Juswabeuepy 199Q
y}lomawel Juswdojanaq |20

ABajens uoneynsuo)

s}lomawel Juswabeueyy aouewlopad

~ sainpsooid soueAsuo pue Aeundpsiq |
Jels 1o} ssaooud |esiesddy aouewlopad
yiomawely buipelb pue Aed

saakojdwa
J0} JuswAojdw JO suUoRIPUOD pUB SWS |

aWaYOS SSOUBMO||Y SIaquIs|y

[000101d J82IO/I8qWIBIN

‘Aioyne ayy 03 pue diysie

2y} 0} uoneas ul A|ldA308) 00 pue Ajlenp

yjoq sanjjiqisuodsal pue s9|04 J1ay} Inoge Jes|
slaquiawi Jey} ainsus diysiauped ul Buppiom us

‘pajeuUILIBSSIP pue pajenoiue Ales|

Lped
AIpUI
D ale
HAA o

D ale

A8y} 1ey} pue ‘sispjoyaye)s Ay Jayjo pue Ajunuliiod

[B20] SY} Y}M UONBYNSUOD Ul PUE ‘swisiuel
ysngoJ ybnouyy padojanap aie sjablie
sanuoud ‘sueld o1bajelis ‘uoniquie s} Jey} aing
ENEVVIET R

JOJIUOW 0} }SIX® SWISIUBLOSLL BA0S}S Jey} ains

"slaquiawl 1oy [aued uonessu

osW
pue
ug .

InIes

wial

B pue uoljesaunwial S19o1o Joj sseo0.d uolen|ens

gol annoaye ue Buipnjour ssaooud ay} Buibe
J0O} 2INJONIIS SAI}OBYS UE pUB SIS210 pue sIaq
JO UoljeJaunwial 10} SUOIHIPUOD pue SWid) 8y} JNo

‘$8|04 9A0adsal

uew
wawl

}oS -

oy

Ul SIS0I0 PUB SIqUISW USBMIS] UOKEDIUNUILIOD

BAI}08Y8 aInsua 0} sj00030.1d dojas

wo .




20pHD0

PasIA_Y TIOT €0 1T\SQ[ld 1ousd] |
Arejodwo [\s3umag [eoon\dsmaps3umes | 1
pue sjuawndo(\:D :pajajeq

o0p°[e3a] SuIMO[[0) DD
PasIALr T[0T €0 120N TO\S?ILL
jouIdiu] Arezodwsd 1\sSumeg
[eso\suosred ueAiq\s3umnieg

pue sjuawnoo(\:) :pajaleq |

Page 89

3|qel penewod w .

Bop D)) PasIAA

C

XIpusddy 6 WPNY [C €0 ¢l00\ALDCLOIGA\YOO[NQ TUSIUOD\SI[L] JSUISIU] ATBIOUTR [\SMOPUI A\ JOSOIIA\[BI0 T\eeqddVIBUOLTSISS D |

-:IIIM [19UNn0) a3y} 99i39ead ojul 3nd
ale sanjeA Jeuonesjuebio ainsua 0} J9pIO U]

Aoijod sjdoad
a|qeJau|nA pue uaip|iyo buipienbajes

Koijo4 Ayjenbz

Ayjeydson
pue SYI5) pue sjsalaju| s1aoIQ Jo sis)sibey

JauIs}ul 8y
uo ysijgnd sjsalsiul sIaquIsy JO uonelejoaqg

Ayjeydson
pue SYI5) pue sisalsiu| Jaquiayy Jo Jasibay

SI80IQO 10} JONPUOY JO 3P0D
SJISQIBJ JO} JONPUOY JO 3P0 [E00T
sAaning uoioeysies yeis

Aaijod Buimolg-apsium

ABajeng uondniio) pue pnel4-juy

99110e1d ul sjesado 0} snuuod Asyj jeyy ainsus 0}
sassao0ud ajeudoidde aoe|d ul ind pue siap|oydyels
JuaIayIp yum Buijesp ui }sa1ajul JO SOljju0d

Jo selq ‘aaipnfaid Aq pasusnjul jJou ale yejs pue
slaquiaw Jey} ainsua 0} sjuswabuelle aoe|d uljnd »

s|joo0j0.d

puE JoNpuod 0 S8PO2 YbBnoiy} pajesiunwwod pue
pauyap ale Ajunwwod sy pue siauped sy ‘Ajuoyine
3y} USBM}SQ PUE JE]S pUE SIaquusaw usam}aq

3JOM JO ‘Yels pue siaquisw Jo pajoadxa Jnoineyaq
|euosiad pue Jonpuod JO SPJIEPUE]S JEy} aIN$UT .

10adsal pue poddns ‘ssauuado
10 ayewo e buneaso Ag uonesiuebio ayy Joy
auo} e s)as diysiapes)| s Ajuoyine ay} jey} aingug «

=:|IIM [1IDUnoH
9y} }onpuod jo spiepuels poob Ayjdwaxa
S1991JJ0 pue SIaqUIaW 3INSU 0} Jap.IOo Uu|




20pHD0

PasIA_Y TIOT €0 1T\SQ[ld 1ousd] |
Arexodwo\s3uneg [eooT\dsimaps3umes | 4
pue sjuawndo(\:D :pajajeq

o0p°[e3a] SuIMO[[0) DD
PasIALr T[0T €0 120N TO\S?ILL
jouIdiu] Arezodwsd 1\sSumeg
[eso\suosred ueAiq\s3umnieg

pue sjuawnoo(\:) :pajaleq |

Page 90

paieys "uwuo_unw -

(

sonjen diysiapes| Buipnjoul :pajajed w

m

paJeys :pajajed u —==

s|qel panew.od w L

5OpDDD PISIAST ¢ XIpusddy 6 PNV [C €0 ¢l0C\ALDCLOGT\ YOO TUSIU0\S[L] JSUISIU] ATBIOUWS [\SMOPUI A\ JOSOIAN B0 T\eleqddVBUOLT\SISS VD |

-:1ybnouayy pansiyse aq |Im sy

-I||IM |1I2UNO) 3y} Ud) e} aJe SuoisidIdP
Moy Jnogqe jualedsuely pue snoitobu Buiaq uj

-:Buimojjo} ay} Bupjepspun o0} papiwwod si |1DuUno) ay} ajdiduld siy} Jo syjuswalinbas ay} poddns o

}Su Bulbeuew pue AURNJIoS 9ARO9})o 0} }0alqNs ale YIIyM SUoIsIoap juaiedsuel} pue pawiojul bunje] - ¢ ajdioulig

[000301g BUILOISSIWUWO))
““““““““““ Sonfen ajeIotion - - |

FAELUGE [ok]

pue Ajjenpiaipul yjoq Jnoianeysq sisuped Ag
pajesisuowap g Jshw sanjeA yong ‘pabpnl aq ued
suoioe pue Bupjew uoisioap yoiym ysuiebe sanjea jo
1os e @albe ‘diysiauped e jo uoisia ay} Buinsindl u| «

jsod
5109p

‘Alioyine ayy uiyym sdiysuonejal bunsniy pue aa
Buidojanap 1oy siseq e se pue Buyew uol

>

salouajadwod [euonesiuebio

Kb6ajens
juswdojanaq uonesiuebliQ pue sjdoad

29a)IWWo)
SPJEPUEB)S BU} JO 90UBIS48Y 4O SWIS |

uonnyIsuoD
ue|d uonoy |enuuy

san|eA mu_.m._OQ._OO

"99JHILLILLIOD
spJepue)s aAijoaye Ue ulejuiew pue dojapeq .

pue ‘spiepuejs |ediy}e sjeldoidde yum Ajwigiuoo
ul paubisap ale suonjesado pue sainpaosold
Jey} ainsus 0} sjuswsbuelie aoe|d uifind «

"8o1j0e1d Ul ssauaAoaye buinuiuod Jisy} ‘_QnﬁcoE

‘sisuped pue Ajunuwiwoo
By} ‘Jels ‘siaquisl YIm 9say) ajesiunwiwod pue
suoneloadxas olgnd Bunosyjyal yeys pue uonesiyebio

SJEOIUNWILIIOD PUE S}E[NDIJE "Ulejulew pue dojai




20pHD0

PAsIARL TIOT €0 [T\l Jourapuy | -
Arexodwo\s3uneg [eooT\dsimaps3umes | 4
pue sjuawndo(\:D :pajaleq |

20p'[e33] SuImo[[o} HDD
PasIALr T[0T €0 120N TO\S?ILL
jouIdiu] Arezodwsd 1\sSumeg
[eso\suosred ueAiq\s3umnieg

pue sjuswindo(\:D :palajea

291ApE puE :pajd|ag w o=

uoneuLojul :pajdaq g o=

Page 91

s|qel panew.od w L

Bop D)) pasiAdl ¢ xipuaddy 6 HPNY [Z €0 ¢100\ALDZ.OIAN00INO TUSTUO)\S[T] JOUIAIU] ATeI0dd J\SMOPUI A\ \IJOSOIIAN [B0 T\ereqdd/\BUOL]\SIOS 1\ ) _

-:yBnoayy panaiyse aq |Im siyL

(L)
~ )f Spoau/Sjuem AJlunwitiod 9y} JeyMm ale[pue
K[9A1103}}5 poIaAl|op o1e SadIAIaS Jey) me:m

- 03 pJoddns pue 92IApe ‘uoneuwlour Ajijenb
poob sey [19Uno0) 3y} aINSuad 0} J9PIO U|

se|ny 8INpasoid Aunniog pue maiAesAQ
2ouBJajey 98]0 JO SWIS |

uoljewIoU| JO Wopaal

sjuieldwod yym Buijesp o} syjuswsbuelle
9|qISS820. puk Juaiedsuel) aAioays ade|d ulind «

sapiwiwo)
Auniog aAoaye ue ulejuiew pue dojaje( »

>

saInpadoid sjuiejdwo)

Ayjeyndson
pue SYIS) pue S}salaju| SISO JO siasibay

Ayjeydson pue
SYIS) pue s)saldju| SiaquIB| Jo sia)sibay

ABajens 10|
$8|NY 8INPa20.Id UOIBLLIOJU| O} SS90y

sejnuly pue sepuaby

‘aonoeud ul sjesado

0] anunuod Asy} jey) ainsus o} sassaooud ajeudoidde
2oe|d ul }nd pue }salajul JO SIOIJU0D Jsuiebe yels pue
siaquiaw psenbajes 0} syuswabuelle ade|d ulfind «

paseq aJe SUoISIOaP YdIYM UO SUOI}eIapISuod

pue ajeuoijes ‘els}Io sy} Buiplooal pue

SUOISIOaP JO} 9oUSPIAS Buiuawnoop 1o} swisiueyoaw
aAI308Ys pue uado ulejuiew pue dojaasq »

$9SIUNNJOS } Yoiym uonesiuebio Aue jo souewpuad
8y} pue ||eJano souewlopad s [IoUNoD 8y} saoueyud

pue abusjjieyd aA13oNIISU09 sabeinooua Yyoiym
uonouny Aunnios aA1joaye Ue ulejuiew pue dojapa( .




20pHD0

PISIAAL TIOT €0 [T\SA[1 1outa] |
Arexodwo\s3uneg [eooT\dsimaps3umes | 4
pue sjuawndo(\:D :pajajeq

o0p°[e3a] SuIMO[[0) DD
PasIALr T[0T €0 120N TO\S?ILL
jouIdiu] Arezodwsd 1\sSumeg
[eso\suosred ueAiq\s3umnieg

5OpDDD PISIAST ¢ XIpusddy 6 PNV [C €0 ¢l0C\ALDCLOGT\ YOO TUSIU0\S[L] JSUISIU] ATBIOUWS [\SMOPUI A\ JOSOIAN B0 T\eleqddVBUOLT\SISS VD |

pue sjuawnoo(\:) :pajaleq |

:yBnoayy pansiyoe aq |Im siyL

-:J1IM [19UNn09 3y} AJlUNWWOD 3y} JO Iyauaq
1IN} 3y} 1o} siamod |eba] s} asn 0} 49p.o u|

ajqeL panewioy w S

Koljo4 Buimolg-apsiupn
ABajeng uondniio) pue pnel -juy
ABsjens Aynuiuo) ssauisng

Aoljod Juswabeuepy ysiy

'SS900E aAey Ajuoyine ay}
yiim Buioeljuod asoy} ||e pue Jels yoiym o} buimolq
aIsiym Joy aoe|d ul ale sjuswabuelle jey} aingug «

gol niay} jo ped si Juswabeuew

)su ey} buisiubooal sjang) ||e e siebeuew

pue siaquisw ypm ‘ uonesiueblio ayj jo aijnynd

3y} ojul pappaquis si Juswabeuew Ysu Jey} ainsug »

Page 92

-:yBnoayy panaiyse aq |Im siyL

=I|IIM [19Uno) 9y} Juswabeuew ysui Jo walsAs
9AI}99JJ9 UE S| 3I9Y) INSUI 0} J9PIO U]

aye|dwiay pue [000}0.d 1iodal ojul

:pajejRd w e

bpov@pal ]

ajqeL paneuwioy w S

JING [eB3] PUE gH '9oUBUY )M UOHENNSUOD

sauljapinb Buiodal sapiwwo)

A|o1edoidde pasn

pue Buiyew uoIsIoap JO SOUBAPE Ul ||9M PapJI0dal
pue s|gejiene si suoijealjdwi [eioueuly Jo |eba| aney
Jey} sisjjew uo a2IApe |euoissajold jey} aingul «

‘suoneoijdwi|isyy
pue sanss| [ea1UYd3} Jo suoljeue|dxa Jes|o sanlfy pue
Ajawiy ‘yuens|al ‘asodind ayj 1oy }ij S Jey} uoiewliopul

ypm papinolid ase diysisuped e Jo Ajugyne
3y} Joj Jay}aym suoisiosp Bupjew asouyy jeyy aingug «




5OpDDD PISIAST ¢ XIpusddy 6 PNV [C €0 ¢l0C\ALDCLOGT\ YOO TUSIU0\S[L] JSUISIU] ATBIOUWS [\SMOPUI A\ JOSOIAN B0 T\eleqddVBUOLT\SISS VD |

_ o 20pHD0
PasIARL TTOT €0 [1T\SQ[Id uta] |
Arejodwo [\s3umag [eoon\dsmaps3umes | 1

® SJUSWINJO(]\:) P339
plo WAV PRRRA | “uonesiueblo sy} Jnoybnoiy} poosiapun Apddold
~90p'[e33] SuImol[oy DD 196png |enuuy aJe $8|0J 8s8y} 1ey} pue sajoJ JIsy} Ul AjlaAipays
Bmsw :m@_wm_ kmws_wwwwwmwwﬂm w.opad o} Alessaosu Hoddns pue saounosal
[esoT\suosied uekiq\s3umeg sueld juswdojana( [eUOSIag S||IMS @y} aAey sia2dljJo Aioyniers 9y} ljey} aingu3z .

pue sjuswnoo(\:) :paidlea
‘siseq Jejnbal e uo abpasjmouy sy} ajepdn

SEUES [BHEME ] S1E0Eeg) 0} SI8013J0 puUe siaquiaLl 104 saljiunyoddo pue spasu

[enplAipul 0} paJojie} sawwelboid uononpul apiApld

a|qel paneurioy w - swwesboid Buiuresy pue uoloNpul sisquIs|

-:|IIM |19uno)
8y} s924nosal pue s||ns A1essasau ay} aAey
-:ybnoayj paAsiyoe aq ||IM SIY] | SI921)J0 pue SISCISW d4NS d)ewW 0} Jap.Io u|

-:buimoj|o} ay} bunjepapun o0} papiwwod si j1Puno) ay} ajdiduld siy} Jo syjuswalinbas ay) poddns o

9A1}09}J9 9(] O} SI9J1JO pue sJaquisw Jo Ajijiqeded pue Ajioeded ayj buidojaAaq - G ajdidulig

Page 93

‘sassaoo.d Bupjew

uolisioap pue sainpadsoud sy ojul aansnl [ednyeu

pue Ayjebs| ‘Aljeuoiiel — me| annessiuilpe poob

10 sa|diound Aay ay} sjeibajul 0} Jenoiped ul pue ‘me)
[esauab Jo syuswalinbal sy} se ||am se ‘way} podn

000101 150130 BULCHUOW paoe|d syjuswsa.ainbal annie|siba] oyoads ||e anI8sqQ

‘me| 9iignd

Aq sanuoyine |ea0o| uo paseld sanjiqisuodsal |eipuab
ay} pue uoine|siba)| Jo syuswalinbal oioads ayiyjoq
ue|d UoldYy |enuuy SAJISSCO pUB UOHOE [NyMe| JO SHWI| 8y} asiuboday «

ABajens |eloueul4 Wis| wWnIpayy

ue|d 8jelodio) Jeak g

‘sanunNuWiwoo
1184} JO JBUaq [N B} 0} SJamod asijjn 0} dALS| os[e
uoBRMKsUOy 1N SULIOOP SalIA )N 8y} S|dwexa Jo} ‘Aq wialjy uo
paoe|d AJAiloe |nyme| Jo sjwi| 8y} asiubooas AjaApoy «

3|qeL papeusiod w S




20pHD0

PAsIARL TIOT €0 [T\l Jourapuy | -
Arexodwo\s3uneg [eooT\dsimaps3umes | 4
pue sjuawndo(\:D :pajaleq |

20p'[e33] SuImo[[o} HDD
PasIALr T[0T €0 120N TO\S?ILL
jouIdiu] Arezodwsd 1\sSumeg
[eso\suosred ueAiq\s3umnieg

pue sjuawnoo(\:) :pajaleq |

Bop D)) pasiAdl ¢ xipuaddy 6 HPNY [Z €0 ¢100\ALDZ.OIAN00INO TUSTUO)\S[T] JOUIAIU] ATeI0dd J\SMOPUI A\ \IJOSOIIAN [B0 T\ereqdd/\BUOL]\SIOS 1\ ) _

-:1yBnoayy panaiyse aq |Im siyL

-:[I'M [19uno) ay} Ajuioyne
3y} Jo si1aquidw mau abeinosua 0} 1apIo uj

Page 94

bipovepa ) \

3|qel penewod w .

S)oal01d JuednIubIS BUIMO] O}
N0 pallIed SasI0IaXa JUIes| SUOSSo |

MaiAa] souewiopad
Sapnjour Abojopoyiaw 109loid aoulld

MaIAS1 souewIoyad AGjuowW 115

y}lomawel 4 Juswabeue|y souewlopad

SEVENREE)
S29)ILUWIOD JO SJUSWUSSOSSE J|ag

[000301d PUILOISSILIWIOY)

s

Juswdojanap Jo Buluiely Aue ssaippe 0} wie a|dy
Joj Jybiw yoiym ueld uonoe ue buisaibe pue g

e se Ajuoyine ay} Jo souewlopad ayy Buim

Joy aoe(d ul ale sjuswabuelle SAIJOSYS Jey} ainy

papaau s| 8]

padxa apisjno usym asiubooal o} pue abug
pue asiunJos o} Ajjige ayy Buipnjoul aouewl
anosdwi 0} siseq Buinuluod e uo s||Iys dojar

Aj@A11088 N0 palLied ad 0} s9|0l 9|
0} s||I)fs @soy} dojaAap 0} JUSWHWWOD B ayeul
SJ201J0 pue siaquiaw Ag palinbai s||iys ay} ssa

pasu
uexa
[oym
BIAB)
5Ug .

DINPE
I1eys
bj1ad
—wD .

Heus
pue
BSY o

-:1yBnoayy panaiyse aq |Im siyL

M

|[19uno9 ayj} sanijiqisuodsal asueutanob ym
a|doad jo Ayjiqedes ayj dojaaap 0} 49p.o u|




20pHD0

PISIAAL TIOT €0 [T\SA[1 1outa] |
Arejodwo [\s3umag [eoo\dsimap\s3umeg | /
pue sjuawndo(\:D :pajajeq

o0p°[e3a] SuIMO[[0) DD

pasIaal 7107 €0 1QDNTOSAIL | |
jourdu] Axezodwa\sSumeg |,
[eso\suosred ueAiq\s3umnieg

pue sjuownoo\:) :pajvReq | /

Iim ounod auy :pajeea |

pue :payajad w\ \\\\ 4

sanBojelp :pa1oea w\

djqeLl panew.od w -

Page 95

5OpDDD PISIAST ¢ XIpusddy 6 PNV [C €0 ¢l0C\ALDCLOGT\ YOO TUSIU0\S[L] JSUISIU] ATBIOUWS [\SMOPUI A\ JOSOIAN B0 T\eleqddVBUOLT\SISS VD |

-:Aq Buluoissiw

ybnouayj 1o diysiaujied ul ‘[Iounodg ayy

Kq Apoaa1p 19y} AISAlap 991AIaS ayeradojdde
pue 9A1}231}8 9INSUD [[IM 31 “AJlunwiuod

LoJ

ay3 o3 Ayjiqejunodoe’ ypmanbgeip
0} yoseoudde aAjoe ue aye} 03 19pJo u|

>

]000}014 BUILOISSILUIWO)

spodal JIpny |eusju| pue [euls)x3
foljo4 Buimolg-apsiypn

Ao1j104 uondniio)-juy pue pnel4-ijuy
sjsanbai uonew.oju| Jo wopaal
saInpaoolid sjule|dwo)

uonNyISUOD

“A)nipoe
uoiouny Aunios uo Jodal |enuue ue aonNppid «

‘paJinbal sebueyo Aue pue sdiysuojjejal
8Uj} JO SSOUBAI}OBYS B} SS8SSE pue 3|gejuNoJoe s
}J WOYM 0} Sisp|oyaye)s [euoinysul 8soy} Japisuo) «

"JEUM 10} pUE 8|gejunosoe si i uioym
0} AJunWIWoD 8y} pue SIap|oyaXels [[e O} Jes|d a3

-:yBnoayy panaiyse aq |Im siyL

-:]]IM [1I9UN09) a3y} uonauny Auni9s 3snqou
e ybnouyj diysiapes] asi219xa 0} J9p.I0 U|

-:Buimoljo} sy} Buyepspun o0} papiwwod si [1DUno) ay} ajdiduld siy} Jo syuswalinbal sy} poddns o

Kj1[IgejunooJe o1jqnd JSNCoJ 9JNSUD O} SI9P|OYaYE}S Joyjo pue ojdoad [ed0] Yy3im buibebug - g aidiounig

a|qel penew.oy w -

sieuiwag buyaug

ue|d juswdojanap siaquis|y palos|g

ABajens uoneynsuo)

‘jJuswdojanap pue uonedoiped abeinoous 0} SIHIYO
pue siaquiaw Jo} aoe(d ul s| Joddns jey} aingug .

‘Ajuoyine ay} jo yiom ay} ul ayedigiped

pue 0} 8jnquuod ‘ypm abebus oy Ajunujiwod

By} JO SUOI}08S ||e woJ} s|enpialpul abeinpous

0] paubisap sjuswabuelle anoays Jey) ainsug »




20pHD0

PasIA_Y TIOT €0 1T\SQ[ld 1ousd] |
Arejodwo [\s3umag [eoon\dsmaps3umes | 1
pue sjuawndo(\:D :pajajeq

o0p°[e3a] SuIMO[[0) DD
PasIALr T[0T €0 120N TO\S?ILL
jouIdiu] Arezodwsd 1\sSumeg
[eso\suosred ueAiq\s3umnieg

pue sjuawnoo(\:) :pajaleq |

Page 96

3|qeL papeusiod w S

Bop D)) PasIAA

C

XIpusddy 6 WPNY [C €0 ¢l00\ALDCLOIGA\YOO[NQ TUSIUOD\SI[L] JSUISIU] ATBIOUTR [\SMOPUI A\ JOSOIIA\[BI0 T\eeqddVIBUOLTSISS D |

-:1yBnoayy panaiyse aq Im siyL

-:[IIM [19UN0Y 3y} S82INOS3I
uewny jJo asn }saq ayew o} JapJo uj

ABajens 1o
uoday |enuuy

[000301d PUIUOISSILULIOY)

Aoljod juswsseley [enxas -
foijod Ayjigesip -

alnpaso.d
pue Aoljod Bunodas syjuspioul isioel -

Aoijod juswsseley |eoes -
Aoijod Ausianip pue Ayjenbg -
Aysianig pue Ajjenbg

(104)
S9|NY 9INPA20.d UOI}ewIoju| 0} SS9y

ABajel}s saoInIag Jawoisn)

"0s op

0} ajeudoidde pue Jadoud si ) 818YM S8OUEBISWNDIID
oly10ads asoy} ul Ajijenuapluod aniasald

0] paau ay} 0} Ajuo 108lgns sdiysiauyed Buipnjoul
‘sbulieap sy |je ul Aoualedsuel) pue ssauuado

0} JUSWIHIWIWIOD B apew Sey } Jey} aInsua pue yejs
S}l pue SJash 82IAJ8S ‘AJUNWWOD 8y} O} 9|qISS809.
pue uado si ajoym e se Ajuoyine ay} jey} mc::#cm_ .

‘poLiad snoinaid ay) ul siash a2IAISS

10 UOI}OBJSI}ES SU} PUB SJUSWISASIYOE ‘SSWO0dIN0

S}l JNOCE UOIJBLLIOUI SE ||9M SE SjusWwale)s

|eoueuly pue sueld ‘ABajelys ‘uonique s Ajioyine

8y} uo uonewuojul buinlb podal jlenuue ue Buiysijgnd.

‘JInsal e se pabueyo

Sey Jeym ajeljsuowiap 0} S99}NSU0D SOy} 10}
wisiueyoauw 3oeqpasy e Buipnjoul ‘siasn a2iAleg pue
a1gnd ay} yum abebua 1o uo }nsuod Ajnjbuiuealu jim
1 sanssi Jo sadA} ay} uo Aoljod Jes|o e Bulysijqelsy »

‘SpuBWwap

Bunadwos asay) yum buijesp 1oy sassaooud

Jo11dxa ysijgelsa pue sanioud Juaiayip paey
Ajunwwod 8y} JO SUOIJO3S JUBISYIP Jey} asiuffooal
pinoys sjuswabuelle asay] “AjoAosys Aunwiwod
ay} Jo suonoas |le yum abebus o0y Ajuguine

8y} a|geus 0} aoe|d ul ate sjuswabuelle Buunguy «

‘Aji|ElJUSPLUOD U0} SUGsES.
poob aie alay) ssajun o1gnd ul sbuesw BulpjoH

‘Aldnioays ajelsado Aay; jeyy ainsus

0} sjuswabuelse Buuoyuow Buipnoul siapjoydyels
JBY}0 pue AJunwiwod ay} JO suoioas [je yum aoed ul
aJE UOIIEDIUNWIWIOD JO S|Suueyd Jes|d jey} Buungug »




20pHD0

PasIA_Y TIOT €0 1T\SQ[ld 1ousd] |
Arejodwd 1\s3umag [eoo\dsimap\s3umeg | /

pue sjuawndo(\:D :pajajeq

o0p°[e3a] SuIMO[[0) DD
PasIALr T[0T €0 120N TO\S?ILL
jouIdiu] Arezodwsd 1\sSumeg
[eso\suosred ueAiq\s3umnieg

pue sjuawnoo(\:) :pajaleq |

Page 97

3|qel penewiod w -

5OpDDD PISIAST ¢ XIpusddy 6 PNV [C €0 ¢l0C\ALDCLOGT\ YOO TUSIU0\S[L] JSUISIU] ATBIOUWS [\SMOPUI A\ JOSOIAN B0 T\eleqddVBUOLT\SISS VD |

"Jebeuew Hpny |eulslu] 8y pue a0
Bulioyuopy ay) 1901 LG UOIOBS 8y} Buipnjoul SI8o10 JoIuss Jaylo Aq pepusje pue ‘eAlnosxg y8iyD ayj Aq palieyo si yoiym
dnols) soueulanos) sjelodio) sy} Aq uayeuspun yiom sy} uodn paseq pue ‘Ag pawliojul a4 |[IM JUSWS]e}S 80UBUIBAOL) [BNUUY 8y |

‘1ouNno9 |Iny Aq peaibe aq 0} SJUN0ODY
JO Juswale)s pue poday [enuuy ay} Ul papn|oul Uay} pue aaILWOY JpNYy 8y} Aq paaibe aq ||IM Juswa}elS 9oUBUISAOL) [enuuy ay |

J8Y30 yyum Buoje juswalels 92UBUISAOL) [ENUUY BY} JO SISE] Y} WIOJ [|IM YDIYM JO S}nsal ay}
‘syuswabuele soueulanob a1e10diod SUOISIAIP 118} JO .SSOUBAIJOBYS 8y} Buissasse 8]edljila)) aduBUISA0L) [enuuy ue ubis 0} palinbal
aq ||IM s10}0811[ Juelsissy ay} Jeak yoes ‘ssaooud Bulobuo ue aq |im sjuswabuelie aoueusanob ajelodiod ay} Jo malnal ay} ybnoyyy

IN3INSSISSY FONVHNSSY TVNNNY

"JUSWS)e}S SOUBUISAOL) [BNUUY 3y} JO uoiajdwod ay)

Ul JSISSE ||IM UDIYym 98)1Wod Jipny 8y} pue wea] diysiapes Joluag 0} pauodal pue dnoic) asueulanos) ajelodio) ayj Aq pasojiuow
aq |IIM dVIS 9y} Jsulebe ssaiboid sjuswabuelie aoueulanob s jlouno) ay} usyibualls o0} (dv|S) ueld uoioe senssi Jueoiubls sy uo
paoe|d sanssi Aue siseq Jenbai B uo J0}lUOW PUE JSPISUOD S2USBIS)BI JO SWIS} SH Ylm aul| ul [jim dnols) adsueulanos) ajelodio) sy

YIOMaWel} ay3 Y3im aouelduiod buiojiuopy

SjuswabuelIe 29)ILLILIOD SAIB)NSUOD JUIOf

alejjem pue

Ajo1eS pUE Y)lESaH UO UoIE}NSu09 1oy 21|04 U LOISIEP Ul POAOAL

AbBsjens pue pa}NsSuo9d aie saAljeluasaldal Jisy} pue
juswdojana( |euonesiuebiQ pue sjdosd v Jels moy uo Aojjod Jesjo e uiejuiew pue o_o_m>on_u




This page is intentionally left blank
Page 98



Agenda ltem 10
Page 99

Cheltenham Borough Council
Audit Committee — 21 March 2012
Internal Audit Monitoring Report

Accountable member Cabinet member corporate services - Councillor Colin Hay
Accountable officer Audit Partnership Manager — Robert Milford
Accountable scrutiny Economy and business improvement
committee
Ward(s) affected All
Key Decision No
Executive summary The council must ensure that it has sound systems of internal control that
facilitate the effective management of all the council’s functions. The work
delivered by AuditCotswolds, the council’s internal audit service, is one of
the control assurance sources available to the Audit Committee, the Senior
Leadership Team and supports the work of the external auditor.
The Annual Internal Audit Opinion presented to Audit Committee provides
an overall assurance opinion at the end of the financial year. This Internal
Audit Monitoring Report however is designed to give the Audit Committee
the opportunity to comment on the work completed by the partnership and
provide ‘through the year comment and assurances on the control
environment.
Recommendations The Audit Committee considers the report and makes comment on its
content as necessary
Financial implications There are no direct financial implications arising from this report.
Contact officer: Mark Sheldon, Chief Finance Officer
mark.sheldon@cheltenham.gov.uk,
01242 264123
Legal implications None specific arising from the report recommendation.
Contact officer: Peter Lewis, peter.lewis@tewkesbury.gov.uk, 01684
272012
HR implications No additional HR implications arising from this report.
(including learning and
organisational Contact officer: Julie McCarthy, HR Operations Manager
development)
julie.mccarthy@cheltenham.gov.uk,
01242 26 4355

Sianvzqgpu.doc Page 1 of 5 Last updated 08 March 2012
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Key risks

That weaknesses in the control framework, identified by the audit activity,
continue to threaten organisational objectives, if recommendations are not
implemented.

Corporate and
community plan
Implications

“Internal Auditing is an independent, objective assurance and consulting
activity designed to add value and improve organisation’s operations. It
helps an organisation accomplish its objectives by bringing a systematic,
disciplined approach to evaluate and improve the effectiveness of risk
management, control and governance processes.” (Chartered Institute of
Internal Auditing UK & Ireland).

Therefore the internal audit activity impacts on corporate and community
plans.

Environmental and
climate change
implications

One of the specialist skills now provided by the service is that of
environmental auditing. This would therefore aid the Council in its
environmental and climate change objectives.

Sianvzqgpu.doc
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Background

The Annual Audit Plan was aligned with the corporate and service risks facing the Council as
identified in consultation with the Senior Leadership Team and supported by such systems as the
risk registers. At the time of preparing the 2011/12 plan, the Councils Corporate Strategy 2010-
2015 was being reviewed and, as internal audit is there to help the organisation to achieve
objectives, part of the plan has been aligned to elements of this strategy. However, to inform the
audit plan we have also reviewed other key documents, such as the recently prepared Medium
Term Financial Strategy, change programme agendas and updates to the business plan, many of
which contain risk assessments.

There is also a requirement to support the work of the External Auditor (KPMG). This is in the
form of financial audits governed by the Joint Working Agreement, and the governance audits to
support such activities as Use of Resources.

The audit plan also considered risks that may evolve during the year. The consultation process
has sought to identify these areas considering where internal audit could support and add value to
the risk control process. This report identifies work we have completed in relation to the planned
audit work.

Reasons for recommendations

The environment in which Cheltenham BC and other Local Authorities now operates has
presented significant drivers for change. The continual effort to meet the organisational objectives
within a constrained budget has resulted in core systems coming under review for change e.g. the
GO Programme impacting on core financial systems, Shared Services impacting on core
governance arrangements, etc.

Therefore Internal Audit needs to be responding to the changing environment and the areas
where the organisation now requires assurances. This prompts the requirement to move to a
more flexible and risk based plan.

It should also be recognised that the service is now a partnership so coordinating resources
across multiple organisations is critical to the success of the partnership.

This report highlights the work completed by internal audit and provides comment on the
assurances provided by this work.

Internal Audit Output

The internal audit service commenced quarter 2 with reduced resources due to maternity leave.
However there is still the expectancy to complete the audit plan 2011/12 as planned. The
partnership made use of existing staff to cover the maternity issue by acting up one senior auditor
to principal level and increasing the days available to another senior auditor.

Internal Audit has concluded the following audits in quarter 2 & 3 and commenced quarter 4 work:

Audit Report status Assurance

Risk Management Final Satisfactory

Sianvzqgpu.doc Page 3 of 5 Last updated 08 March 2012
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Governance Compliance (Register

of Interests & Declaration of Final Limited
Gifts/Hospitality)

Waste Management - Income Final Limited
Main Accounting Systems* Final High
Debtors Final High
Creditors Final Satisfactory
Payroll Draft

Council Tax & NNDR Ongoing

Housing Benefits Ongoing

Information Security — H/Check Ongoing

Information Technology — H/Check Ongoing

*Main Accounting Systems include Bank Reconciliation, Budgetary Control, General Ledger and
Treasury Management — these have been aligned to the GO programme’s timetable for implementation

3.3 Further detail specific to each audit finalised is shown in Appendix 1.

3.4 AuditCotswolds has also undertaken the following:

e Audit support for the GO-Programme (see 3.5)

o Audit support for the Local Authority Company (see 3.6)

¢ Cheltenham Borough Homes — client (audit days delivered)
e Business Continuity Planning support/review

e Audit support for the Commissioning Programme

¢ Audit Support for the other key Change Programmes

3.5 GO Programme — Audit support at programme board level, independent assessment of gateway
reviews and results, advice on the implementation projects including coordinating implementation

Sianvzqgpu.doc Page 4 of 5 Last updated 08 March 2012
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audit support at Forest of Dean, monitoring of risk assessments and highlight reports, etc

3.6 Local Authority Company — Audit support at Project Board level, advice on project governance,
risk management and gateway review systems, advice at implementation level projects, etc

3.7 Both of these projects are going to require internal audit services from 1% April 2012 and
therefore some audit management time has been allotted to the development of new audit

structures and plans for this provision.

3.8  The level of involvement the internal audit service has within the Cheltenham Borough Council
change programmes is substantial but it is considered necessary when there is such a high level
of risk with such significant changes being introduced.

Report author Robert Milford, Audit Partnership Manager, 01242 775174,
Robert.milford@cheltenham.gov.uk

Appendices 1. Internal Audit Monitoring Report
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Appendix 1
Internal Audit Monitoring Report
Audit Report status Assurance
Risk Management Final Satisfactory

The risk management process at Cheltenham Borough Council was reviewed to
seek assurance that the identification, monitoring and reporting of risks are sound
and that there is an effective process in place to ensure divisional risks can be
escalated to corporate level for further actions.

The management of risk at corporate level has been greatly improved since the
area was last reviewed in November 2009 and a ‘satisfactory’ audit opinion is now
given.

A new Risk Management Policy was approved in April 2011 which clearly identifies
the Council’'s approach to risk management, roles and responsibilities. Monthly
reviewing of the Corporate Risk Register by the Senior Management Team was
introduced in the autumn of 2010 as a standing item on the meeting agenda.
Previously risk management was discussed on an ad hoc basis. This regular
reviewing process and quarterly discussions, plus scrutiny by members, has
contributed to increased awareness of risks facing CBC, and improved the focus on
risk management activities.

We found limited evidence to support risk management activities at divisional level,
although systems were in place to ensure emerging risks could be escalated to
corporate level. The review found inconsistent use of terminology in divisional risk
registers leading to risk scores being recorded differently. For example, some
registers recorded ‘original’ risk scores and others recorded ‘current’ scores. If high
scoring risks need to be escalated this inconsistent approach could lead to errors in
transferring them to the Corporate Risk Register. Therefore a consistent approach
should be adopted by the divisions which align to the corporate style.

The Council is increasing emphasis on the commissioning model to deliver services
and so effective management of risk will become even more important. As a result,
ongoing promotion of risk management is paramount to ensure the process is
understood and effectively managed. Additionally, it will help to support the
embedding of a risk enabled culture at all levels of the Council.

The KPMG Public Interest Report, dated 2 March 2010, recommended mandatory
risk management training for Members and officers involved in risk management
activities. The review found a basic e-learning module had been developed and
launched in May 2011, which although ideal for new employees, does not give
detailed guidance to officers and Members who have specific risk management
responsibilities. Our review also found that some Members had not received this
basic risk management training. Additional information to officers will hopefully be
achieved through promotion as described above. We have recommended that the
Corporate Governance, Risk & Compliance Officer pursues with Democratic
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Services for any additional Member training.
Management Response:

Report findings and recommendations agreed

Governance Compliance
(Register of Interests &
Declaration of Gifts /
Hospitality)

Final Limited

Members are required by Section 81 of Local Government Act 2000 and
Cheltenham Borough Council Member Code of Conduct to maintain their part of the
Register of Interests. This Register is held by Democratic Services and is available
for public inspection. The Register of interests had been completed after the
election in May 2010. There were no subsequent amendments to the register
entries and no effective system in place to remind Members to update their forms in
the event of any changes to their personal interests. During the review an email
was sent asking Members to update their interests form. Whilst acknowledging that
it is the Members responsibility to comply with the Code of Conduct, introducing a
robust reminder system is good practice in ensuring Members responsibility to
register interests are not over looked.

Members’ declarations of gifts and hospitality are also kept with the Register of
Interests. There was an example of good practice where a member’s declarations
were made within 28 days of receipt of the hospitality; however there were several
occasions where it was difficult to determine when the hospitality had been received
and therefore whether the declaration had been made within 28 days as required by
the Code of Conduct.

The Councils Constitution stipulates that senior management are responsible for
ensuring officers’ declarations of interests, gifts and hospitality are approved and
recorded. The review found there are varying degrees of control across the Council
due to the lack of a corporate system. Human Resources are aware and accept
that a corporate system must be implemented urgently for both declarations of
interests and hospitality, and are working towards achieving this goal by the end of
December 2011.

The audit opinion therefore is a limited assurance as expected controls for officers’
interests and hospitality are not in place and current processes are not robust
enough to ensure the Members Register of Interests is effectively maintained or that
declarations of hospitality are adequately recorded. Recommendations have been
made and accepted which will improve the systems and controls. These changes
will be followed-up in accordance with Audit Cotswolds protocol to ensure they have
been implemented and result in the desired improvement.

Management Response:

Report findings and recommendations agreed
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Waste Management - Income Final Limited

The garden waste collection service makes a significant contribution to the recycling
rate within the Borough. The Council has no statutory obligation to provide a free
kerbside garden waste collection service and due to financial constraints can no
longer provide the service free of charge

A new chargeable service was therefore introduced from February 2011 for those
residents who subscribed to the service by paying in advance for one year. For the
duration of the subscription participants receive a brown wheeled bin for garden
waste which is emptied fortnightly on the alternative week to the kerbside recycling
box.

Payment for the service is approaching the end of the first year and renewal
procedures will shortly commence. The payment collection administration and
customer services functions associated with the service are also to transfer from the
Depot to the Municipal Offices before these procedures commence and in advance
of Ubico Ltd being established from 1% April 2012.

This review has therefore looked at current arrangements to ensure they are fit for
purpose and that appropriate control arrangements are in place to ensure efficient
delivery of the service.

Current systems are based on the sharing of an in-house produced database from
Tewkesbury but this arrangement, because of Data Protection issues and the
decision by Tewkesbury not to sign up initially to Ubico Ltd, now has to change.
The review has therefore also briefly looked at current and future proposals for
system software to manage the scheme.

Looking forward, the need to ensure suitable arrangements are in place to define
roles and ensure proper links are maintained between payment administration, the
collection service and customer services has also been considered.

The review has highlighted a number of points concerning current control
arrangements relating to both income management and the stock of green waste
bins at the Depot. These are currently unsatisfactory and fall well short of
complying with the Financial Rules of the Council.

Some issues also emerged in relation to the total accuracy of the existing database
(e.g ‘chargeable’ addresses not having been recorded in the database where these
differ from ‘bin’ addresses; some duplication of entries in the database) which will
cause difficulties in the renewal process if not corrected before renewals
commence. Current availability of management reports from the database is also
limited.

Further discussion needs to take place on the detail of how tasks involved in day to
day operation of the service are to be undertaken and the respective roles between
customer services and operational staff at the depot. This is urgent and meetings
are already taking place between relevant staff at the Depot and Municipal Offices.
Staff now need to action this as a priority. The point is recognised in the Operations
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Division risk register with a specific risk identified as high.

A number of initiatives are under consideration to develop the service and improve
take up. These include alternatives to the brown bins for some roads (e.g. where
terraced housing/narrow streets makes it difficult for residents to have bins);
charging concessions; direct debit payments; future software developments (in
conjunction with Cotswold District Council when the Waste Company has been
established). Senior Management must ensure that capacity is available to ensure
proper consideration before introduction of those initiatives adopted. Current
considerations include allowing payment to cover ‘13 months for the price of 12’ but
with a current February ‘start’ date and no accrual taking place this would create
major issues for the annual budget in 2 or 3 years time if this concession were to be
repeated in a subsequent year. The Director, Operations states that this will be a
‘one off’ offer only.

The Council’'s fees and charges policy requires an annual review of charges to be
undertaken. A report, part of which relates to this, will be going to Cabinet in
December.

A number of potential risks have therefore been highlighted during the review and,
pending action and clarification of these, the opinion rating arising from the audit is
limited.

Management Response:

Report findings and recommendations agreed

Core Financials Final High

This review encompasses the core financial systems which are fundamental to the
financial management of the Council. These are:-

e Treasury management
e Budgetary control

e General ledger

e Bank reconciliation

No key issues or recommendations arose from the review of treasury management
procedures.

No key issues arose from the review of budgetary control procedures. One
recommendation has been made in relation to the authorisation of completed
virement forms.

No key issues arose from the review of general ledger control procedures. One
recommendation has been made in relation to the documentation of manual
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journals.

No key issues arose from the review of bank reconciliation control procedures. One
recommendation has been made in relation to the guidance in the GO Financial
Rules.

Conclusions from the review are that all systems are operating effectively and that
sound control procedures are being maintained, but that major risks are identified
for next year in relation to maintaining appropriate controls during the changes
arising from introduction of the new general ledger and the transfer of staff under the
GO programme.

Management Response:

We are moving into a period of significant change for both officers who will move
into GO Shared Services and officers who will remain within the retained council. As
a consequence it is recognised that ‘business as usual’ has slipped in some areas
to help deal with the demands of implementing a new ERP system and the creation
of a shared service.

This report clearly demonstrates that despite these conflicting pressures the service
overall has maintained a ‘high’ assurance level for system control.

Financial rules have been re-written as a consequence of the move to a new system
and shared service and these revised financial rules should help service managers
to understand the level of virement that they can undertake. | have reminded officers
within the service that a signature must be obtained for each virement as required
by the financial rules. | can therefore endorse the recommendations made in this
report and for them to be submitted to Audit Committee.

Debtors Final High

The Sundry Debtors system along with the two officers who administer the system
have successfully transferred to the Finance division, and processes and
procedures were found to be working effectively. A proactive approach to debt
recovery processes has been implemented to ensure minimum debt is transferred to
ABW. Recommendations from the previous audit report have been actioned and
testing confirmed all was satisfactory. A high audit opinion is given for operational
activity within the Sundry Debtors function. No key issues arose; although, testing
of processes in service areas evidences some weaknesses, which will hopefully be
addressed by the implementation of ABW and the roll out of training for users.

Management Response:

Report findings and recommendations agreed

Creditor Final Satisfactory

Processes and procedures have not changed for the Creditors system since the last
audit report, although a temporary trainee officer has been appointed to assist in
payment processing due to the Payments Manager’s increased involvement with
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ABW. Testing found generally systems were sound and a satisfactory audit opinion
is given. There was a concern with the processing of discounted invoices; a
recommendation has been made and actioned. In addition a recommendation has
been made in relation to duplicate payments.

Management Response:

Report findings and recommendations agreed

Payroll Draft

Council Tax & NNDR Ongoing
Housing Benefits Ongoing
Information Technology Ongoing
Information security Ongoing

Follow-up of audit recommendations:

The audits followed up and reported below were completed between
December 2010 and June 2011. This time window is wider than normal but
enables the process of reporting follow-up activity to Audit Committee to start
with a complete coverage of the 2011/12 financial year audits reported to the
committee.

Debtors and Creditors

These were both satisfactory audit opinions. Recommendations in respect of
Debtors have been fully implemented. The Creditors review included two
medium level recommendations which are expected to be completed in the
next quarter as part of the GO implementation project, including the update of
authorised signatory lists (an essential requirement for the set up of
automated processes in the new ERP system) and the production of guidance
notes for BAC’s payments.

Main Accounting System and Treasury Management

There were no significant recommendations last year and no priority
recommendations have arisen out of this year’s audits of the current system.

Cash Receipting

This was a satisfactory assurance audit opinion last year. Recommendations
concerning the update of procedures are being addressed as part of
preparations for GO shared service implementation. One medium risk
recommendation concerning unpaid card transactions has been implemented
and no further issues arose during the 2011-12 audit.
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Payroll

Last year's limited assurance audit is currently being followed up and will
include in the assurance opinion our comments on potential risks during the
transition to the new ERP system planned for April 2012. We will update our
audit opinion based on the results of 2011-12 testing and evaluation in
January 2012.

Housing Benefits

This was a satisfactory assurance audit opinion. There were four medium
level recommendations. All proposed actions have been implemented apart
from completing a review of team roles, planned for January 2012, which is
intended to create more resilience in the service given the overall reduction in
team resources.

Enforcement Team Review (street scene)

This was a limited assurance audit opinion which resulted in a number of
priority recommendations aimed at improving the performance, efficiency and
financial control of the team. The management structure, procedural and
performance issues identified in the report have been addressed. The option
to introduce a GPS tracking system is being investigated to improve
operational efficiency, control over expenses and to mitigate the risks of lone
working. An improved manual system for scheduling and logging officers’
movements is in place in the meantime.

Community Investment Grants

This was a satisfactory assurance opinion report with three medium level
recommendations concerning improvements in outcome based performance
monitoring and the approach to determining the level of grant award.
Performance monitoring routines are now properly established for each of the
CIG recipients. The recent transfer of responsibility for CIGs to the Strategy
and Engagement Manager and the continuing development of a corporate
commissioning approach is helping to deliver an improved outcome based
approach to contract management and a needs based decision making
process for grant funded services.

Town Hall Box Office Review

This review followed up control weaknesses identified as a result of a financial
irregularity in 2010. There was a satisfactory assurance opinion and all the
medium level recommendations have been addressed, partly through the
implementation of the new Artifax event management system in early 2011.
Also updates to box office procedures now ensure controls over refunds and
other routine management reviews are in place.

Environmental and Sustainability Management
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This satisfactory assurance opinion audit will be followed up in January 2012
and will take full account of the planned establishment of the Local Authority
Company in April 2012 and the influence of sustainability objectives in the
council’'s commissioning structure and methodology.

---end---
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Cheltenham Borough Council
Audit Committee — 21 March 2012
Internal Audit Annual Plan

11

Accountable member
Accountable officer

Accountable scrutiny
committee

Ward(s) affected

Cabinet member corporate services - Councillor Colin Hay
Audit Partnership Manager — Robert Milford

Economy and business improvement

All

Key Decision

No

Executive summary

Recommendations

The Council must ensure that it has sound systems of internal control which

facilitate effective management of all the Council’s functions. The work
planned by Audit Cotswolds, the Council’s internal audit service, is one of
the control assurance sources to the Audit Committee and Senior
Leadership Team and which supports the work of the external auditor. The
work is also a key component of the Council’'s governance framework and
an assurance source supporting the Annual Governance Statement, which
forms part of the statutory accounting standards.

The Audit Committee approves the Internal Audit Plan for 2012/13

Financial implications

There are no financial implications arising from this report.

Contact officer: Mark Sheldon, Chief Finance Officer
mark.sheldon@cheltenham.qgov.uk

01242 264123

Legal implications

None specific arising from the report recommendation.

Contact officer: Peter Lewis, peter.lewis@tewkesbury.gov.uk

01684 272012

HR implications
(including learning and
organisational
development)

No additional HR implications arising from this report.

Contact officer: Julie McCarthy, HR Operations Manager
Julie.mccarthy@cheltenham.gov.uk

01242 264355

$yd1gfajs.doc
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Key risks

The audit plan has been derived from consultation with the Senior
Leadership Team and through the reference to relevant policy, strategy
and protocol documents including the risk register. The plan is designed to
capture key and emerging risks that this Council faces over the year and
therefore the plan will remain as flexible as possible to ensure internal
audit resources remain focused and valued.

Internal audit activity is needed each year to satisfy assurance
requirements. For example, internal audit review key financial systems
annually because the external auditors rely on this in their own work on
final accounts under the Joint Working Agreement. In addition, the
requirement for the Council to review its system of internal control and
governance procedures means that assurance is required on systems and
procedures relating to the compilation of the Annual Governance
Statement. If this work is not completed by the Internal Audit additional
fees from external audit may be incurred.

Furthermore Internal Audit is a statutory function under the Accounts and
Audit (Amendment)(England) Regulations 20086, in that a relevant body
must: "maintain an adequate and effective system of internal audit of its
accounting records and of its system of internal control in accordance with
the proper practices in relation to internal control.”

The risk of failure to deliver core elements of the plan will be mitigated
through the Partnership Board monitoring process. The representative
from Cheltenham BC is Mark Sheldon (Director of Resources). The
Partnership Board’s terms of reference were noted by Audit Committee on
the 30" September 2009. Furthermore Audit Committee will continue to
receive quarterly reports through 2012/2013 from Internal Audit detailing
the work undertaken in relation to the plan.

Corporate and
community plan
Implications

The delivery of an effective internal audit service supports the control
arrangement across the Council’s priority areas. This is identified in the
audit plan.

Environmental and
climate change
implications

There are no direct environmental and climate change implications arising
from this report.
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Background

The environment in which Cheltenham BC and other Local Authorities now operates has
presented significant drivers for change. The continual effort to meet the organisational
objectives within a constrained budget has resulted in core systems coming under review for
change. The development of the GO Shared Service (including the Enterprise Resource
Planning [ERP] system) is the most significant change to the core financial management process
and governance systems.

Therefore Audit Cotswolds as the Internal Audit provider needs to be responding to the changing
environment and the areas where the organisation now requires assurances. This reinforces the
requirement for Internal Audit to follow a more flexible and risk based plan.

It should also be recognised that the audit partnership has two further clients with Ubico and GO
Shared Services; so coordinating resources across multiple organisations is critical to the success
of the Audit Cotswolds partnership.

Annual Plan

The development of the annual plan has been aligned with the corporate and service risks facing
the Council as identified in consultation with the Senior Leadership Team and supported by such
systems as the risk registers. In preparing the 2012/13 internal audit plan, consideration has
been given to the Councils Corporate Strategy as internal audit is there to help the organisation to
achieve objectives; part of the plan has been aligned to elements of this strategy. However, to
inform the audit plan we have also reviewed other key documents, such as the Medium Term
Financial Strategy and change programme agendas.

There is also a requirement to support the work of the External Auditor (KPMG). This is in the
form of financial audits governed by the Joint Working Agreement, along with governance audits
to support the External Auditors programme of work.

The core financial systems delivered to the Council by the GO shared service will be covered
within the GO shared service audit plan. Audit Cotswolds will be delivering this plan which will
provide;

- assurance to the GO shared service management team over the controlled delivery of the
service level agreements,

- assurance to this Council over the delivery of it services, including its core financial systems,
- the required support to the external auditor as outlined in the Joint Working Agreement.

The audit plan also needs to consider risks that may evolve during the year. The consultation
process has sought to identify these areas considering where internal audit could support and
add value to the risk control process.

The impact of changes to legislation on the Council, like the Localism Act and the current
economic climate is expected to continue to impact on the work of audit as it seeks to support the
Council through these challenging and changing times.

In-year processes:

The plan outlines a preferred programme of work which was developed through to early February
before | unfortunately was taken sick. The final planned consultations have not been as

comprehensive as | would have liked, but the plan is not ‘set in stone’. The risk based theme and
the assessments made at the planning stage may well differ during the year, and so these will be
revisited in some detail during the first quarter. With this in mind | will rely on feedback from SLT,
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the Programme / Project boards on new and evolving risk areas, and areas where the control
environment will change as a result of changes in management arrangements, working practice
and externally driven change. This is particularly relevant in 2012/2013 with the projects driven
by the change programmes like Strategic Commissioning. Significant variance from the plan will
be identified to Audit Committee through the quarterly monitoring reports.

Value for Money (VFM):

VFM is an important feature of internal audit work and exploring opportunities for improving VFM
is a feature of all audits undertaken. Specific provision has been made in the plan to continue to
provide input to the Council’s ‘Bridging the Gap’ work streams and any other work linked to
service reviews.

Audit partnership working (update):

During 2011/12 the partnership audit service with Cotswold District Council and West Oxfordshire
District Council continued to develop and consolidate. The partnership ethos and culture evolved,
new staff was appointed and existing staff continued to develop through internal and professional
training. From 1 April 2012 the partnerships will be hosted by Cotswold DC under a Section 101
agreement.

The Director Resources continues to represent Cheltenham Borough Council on the Audit
Partnership Board and the Audit Partnership Manager is now firmly established in the role of
Head of Internal Audit for Cheltenham Borough Council. The quarterly reports to Audit
Committee will continue to be used to assist the Audit Committee in the monitoring of the audit
partnership and its activities.

Attachment A shows the annual audit plan for 2012/2013 and is broken down into two categories:
* Core Financial and Governance Audits (CFGAS)
* Risk Based Audits (RBAs)

The CFGA work is fundamental to the work requirements of the Joint Working Agreement with the
External Auditor (KPMG) and, as such, this work must be delivered annually. The Governance
work is key to supporting the organisation as a public body and the requirements of such reports
as the Annual Governance Statement. RBA work is where flexibility is expected. Currently RBA
reflects the key risks identified for 2012/2013, however, it will remain subject to review to ensure it
continues to reflect the risk and enables assurances to be given over the controls in place to
mitigate these risks. Finally, Health Checks days are available as part of a contingency for
capturing short or responsive work by Internal Audit that does not necessarily go to the depth
required to gain a formal opinion.

Possible changes to the Annual Audit Plan & Resources

There are no additional changes to report to the Audit Committee at this time. However, the Audit
Committee will continue to receive a monitoring report that will notify the committee of any
significant variance in resources or changes to the plan.

Conclusion

Audit Cotswolds has been established, to deliver the Internal Audit Service to its three core
partners. The annual plan is to be delivered by the Audit Partnership to Cheltenham Borough
Council.

Reasons for recommendations

$yd1gfajs.doc Page 4 of 5 Last updated 08 March 2012
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5.1 Following CIPFA’s guidance on Audit Committees the Committee this evening should “formally
approve (but not direct) the internal audit plan.”

6. Alternative options considered

6.1 None Applicable

Report author

Contact officer: Robert Milford, Audit Partnership Manager
Robert.milford@cheltenham.gov.uk

01242 774115

Appendices

A. Internal Audit Plan 2012-13
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Audit Cotswolds Plans 2012/13

Appendix 1

Type of Audit
and Forecast
Month
Review of section 5 of | . Identify single p .OStS and
. Governance Single post service assess the risks &
April Compliance the Local Code of vulnerablilities controls ensurin
P Corporate Governance ; unng
service delivery
. Review of workfore
AGS review & Joint 'Rewew OfAGS Work force Capacity capacity regarding
May Core Strat evidence & Joint Core Management hared servi nd
Strategy review 9 shared Services a
commissioning
Performance Review of progress or
June Review of data quality Leisure @ change relating to
Management Lo
commissioning
_ Test/pg of corporate and GO ICT Host CofE Review of the
July Risk Management service risk controls as . governance and
; . review
detailed on the registers performance
. . . Coverage of the localism
August Change Programme Rewrec\)/v;frgirrne;nge Ther:m‘slle mietht'zn of act, the finance bill and
prog ew legisiatio benefits reform
Review of the
September Council Tax Systems review Commissioning commissioning structure
and governance
. . Review of the delivery of
October NNDR Systems review AG&M project the AG&M project
CBH delivery of Review of the monitoring
November | Housing & CT Benefits Systems review management of the CBH management
agreement agreement
Review of the practical
. Systems review with Service Governance workings of the
December Cash Receipting focus on GO interfaces | Review (GO / Ubico) governance
arrangements
. . Risk led testing of a Public Protection - .
January Capital Expenditure capital project Food Safety Systems review
Network review or Review of systems focus
February ICT review shared service Democratic Services 4 .
on Members training
consultancy
Audit support for NFI Review of service
March NFI ) ) PP Non - Ubico Services changes and control
including Key Contact ;
after Ubico

File ref: cotswold DC Plan 2012~13v1

March 2012
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AUdit COﬂlIﬂittee Author: Nina Philippidis
BI'iEfing Note Date: 21° March 2012

Subject: Advertising & Sponsorship — Corporate Policy & Procedures

Background

At present, CBC has an ad hoc approach to sponsorship; a more structured, committed
approach to the advertising and sponsorship of the council’s assets has been identified as
having potential to generate a new revenue stream, support the maintenance of existing
assets and provide synergies between the council’s corporate aims and objectives and the
advertising needs of external organisations.

The lack of policy or strategy has resulted in their not being a joined up approach across the
council to corporate sponsorship and advertising. This means opportunities could have been
lost and income may not have been maximised.

Policy & Procedures

To address this, with the backing of the Senior Leadership Team and sponsored by Grahame
Lewis, an Advertising & Sponsorship task group has been established. The task group is
attended by officers across the organisation so that full representation is achieved. The group
has worked to develop a policy framework and procedure for a corporate approach to
advertising & sponsorship. The draft policy and procedure will accompany a forthcoming
Cabinet report.

The policy, procedure and report have been reviewed by Clir John Rawson and will be
presented to Cabinet for approval shortly.

Criteria for consideration of advertisers and sponsors
An extract from the draft policy is shown below:

"The council will not enter into agreements for sponsorship or advertisements from.

e Organisations not complying with the council’s Advertising policy or the Advertising
Standards Authority Code of Practice
Organisations in financial or legal confiict with the council
Organisations with a political purpose, including pressure groups and trade unions
Organisations involved in the production and sale of weaponry including firearms
Organisations involved in the production of tobacco and cigarettes
Organisations involved in discrimination, victimisation, harassment or other unlawful
conduct that is prohibited under the Equality Act 2010 against people on the grounds
of age, disability, gender reassignment, pregnancy and maternity, race, religion and
belief, sex, sexual orientation, marriage and civil partnership.

The above list is not exhaustive, and the council retains the absolute right to decline
sponsorship andyor advertising from any organisation, group or individual or in respect of
particular products which the council in its sole discretion considers inappropriate.”

The list above allows for flexibility which the council needs if it is to secure preferred
advertising and sponsorship arrangements, however takes account of organisations which
would be considered inappropriate partners for the council.
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Process

The draft policy proposes a procedure for how applications for advertising and sponsorship
should be dealt with in future; to provide guidance for officers, consistency for the council
and a central point for co-ordination of all arrangements, which includes maintaining a central
register of all arrangements.

An extract from the draft policy is shown below:

Procedure

"Before seeking advertising or sponsorship, officers must consider the council’s Corporate
Advertising and Sponsorship policy and consult with the officer responsible for advertising
and sponsorship within the Commissioning Division.

Sponsorship bids above £30,000 must be approved by the Director of xxxx* in association
with the appropriate Cabinet Member, and all bids must comply at all times with the council’s
procurement policy, which may require the advertising of a sponsorship opportunity to
potential sponsors.

All advertising and sponsorship opportunities will be progressed in accordance with the
Development Control team and relevant planning legisiation.

The council will maintain a central advertising and sponsorship register. The register will be
controlled and maintained by the Commissioning Division. It will be the responsibility of the
xxx* Division to enter advertising and sponsorship opportunities and completed agreements
on this register.

Sponsorship agreements must be referred to One Legal for review, prior to signing.”

Approvals
"Advertising and sponsorship valued at £1,000 or under (and relating to only one financial

year or event) can be agreed by the relevant cost centre manager (unless there are any
special circumstances which make a second authorisation desirable e.g. if the issue might be
politically sensitive, or the sponsor has requested unusual conditions).

Advertising and sponsorship agreements for deals valued between £1,001 and £30,000 (or
covering more than one financial year with an aggregate total of between £1,001 and
£30,000) must be agreed and countersigned by the relevant Director. The relevant cabinet
member should also be informed of all deals valued between £10,000 and £30,000.

Deals valued at over £30,000 should not be agreed without consultation with the relevant
Cabinet member and should be signed by the relevant Director.”

Going Forward

By establishing a task group, policy and procedure, and a central point for co-ordination of all
arrangements, it is anticipated that the council will develop a corporate approach and a clear
identity in terms of suitable partners for advertising and sponsorship opportunities, and
maximise its revenue return.

By involving a cross-section of officers and establishing SLT and Cabinet buy-in to a policy
and procedure, the risk of arrangements having a negative impact on other policies should be
mitigated although this is flagged up in the risk register of the Cabinet report as an issue to
consider.

* To be determined.
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Brleflng Date 21 March 2012
N O tes g:ftﬂzrr]ssliwti)ée Ncl);fri:;egre—r Robert Milford, Audit

Audit Committee Effectiveness Review

This note contains information to keep Members informed of matters relating to the work of the
Committee but where no decisions from Members are needed.

If Members have questions relating to matters shown, they are asked to contact the Officer indicated.

1. Why has this come to Audit Committee?

1.1 To update the Committee on the work relating to the effectiveness review.

2, Summary

2.1 In the attached Appendix 1 is a table of best practice questions from CIPFA relating to Audit Committees
and the aspects considered when assessing the effectiveness of the committee. It also includes some
proposed actions for review in 2012/13 following elections.

2.2 All Members of the Audit Committee did have the opportunity to comment on the questions as this report
was presented to the January Committee for consideration. The responses to date have been included with
the Corporate Governance Group comments and their assessment of documented evidence.

3. Conclusion

3.1 The Audit Committee has been found to be generally effective. However there are areas for
improvement, in particular the number of Members trained and available to attend the meetings. Also formal
reporting to Council on the Committee’s work is to be introduced. Finally, as part of the new Internal Audit
Partnership monitoring an annual meeting with the Head of Internal Audit is to be introduced.

4. Summary of supporting information

- Appendix 1 Assessment of Audit Committee.

5. Further information

5.1 If you require further information please contact; Robert Milford — Audit Partnership Manager — 01242
264115
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Pagéu?%%ommittee

Briefing 21 March 2012

NOteS Responsible officer: Bryan Parsons

Corporate Governance Group

This briefing paper contains information to keep Members informed of matters relating to the work
of the Committee, no decisions are required but members can make comments on the work of the
group or suggestions for additional action.

1.

11

2.

21

2.2

Why has this come to Audit Committee?

To update the Committee on the work of the Corporate Governance Group (CGG).

Summary

The council has a statutory duty to prepare an annual governance statement (AGS) to be
approved as part of the annual statement of accounts. The AGS includes a Significant
Issues Action Plan (SIAP); this is approved by the Audit Committee and indicates how the
council is complying with the code of corporate governance including internal control
arrangements. The audit committee need to satisfy itself that the AGS fairly reflects the
arrangements within the council.

The CGG which is chaired by the Chief Executive and routinely meets to;

- monitor and challenge the internal controls (Annual Certificates of Assurance
checklist),

- monitor progress against any recommendations that arise from external audit
assessments,

- consider progress against the SIAP; and

- monitor the risk management procedures.

The minutes of the CGG since the last the last Audit Committee are being provided to the
Audit Committee so that they will have a more informed view of the issues when the AGS is
presented to it for approval.

Conclusion

The CGG have agreed terms of reference and considers information from a range of
internal control sources and assurance checks. These issues and the outcomes from the
checks are placed within appropriate action plans, discussed and monitored. The CGG
would welcome any comment or input from the audit committee on progress against the
action plan or items recorded within the CGG minutes.

Summary of supporting information

Appendix 1 minutes of the Corporate Governance Group meetings on the 6" October,
Appendix 2 minutes of the Corporate Governance Group meetings on the 1% December
Appendix 3 minutes of the Corporate Governance Group meeting on the 26" January 2012
Appendix 4 a copy of the most up to date version of the 2010 Annual Governance
Statements Significant Issues Action Plan

Further information
If you require any further information on any of these issues please contact;
Governance officer on 01242 264189 or email; bryan.parsons@cheltenham.gov.uk
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Corporate Governance Group

Minutes
6" October 2011
11.00 Montpellier Room
Item Subject Lead Officer

1 Apologies;

2 Minutes of the last meeting 18" Agreed
August 2011

3 SIAP update The SIAP was reviewed progress and deadlines

were considered. It was suggested that the
revision of the Annual Assurance process should
be brought forward to December to reflect
reduced capacity at service manager and
Director levels because of time being spent on
Go and the Local Authority Waste Company

4 Audit Committee 21* September It was reported that the Audit Committee had
feedback agreed to a review of their effectiveness. This

would be facilitated by Internal Audit.

5 Effectiveness review of Audit See above and RM circulated details relating to
Committee and Internal Audit (via | the self assessment and updated the group on
self Assessment) the proposed review which was likely to take

place in January.

4 Information Management BP updated the group on the work of the IMG in
suggestions for action days delivering a new strategy, updating policies and
- What guidance. A document and file clear out week
- When was also planned for w/c 21/11/2011

None

11 AOB

12 | Date of next meeting 1
December Montpellier room.

S:\Corporate\Corporate Governance\Corporate Governance Group 2011-12\agendas and
minutes\october\CGGminutes_06102011.doc
Corporate Governance Group

Version 1
16/05/2008
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Corporate Governance Group
Minutes
1°* December 2011
11.00 Montpellier Room

Item

Subject

Notes

Apologies; Andrew North

Present Mark Sheldon (chair)
Julie McCarthy, Rob Milford, Bryan

Minutes 6" October 2011

Agreed with the exception that MS
noted that his apology had not been
reported.

SIAP update

The SIP was discussed and
amendments agreed. It was also
decided that is should forwarded to JM
SF and Paul Woolcock before being
included in the Audit Committee
briefing. This to be completed by the
18™ December

Annual Assurance checklists and
process update

The revised checklists were circulated
and some minor amendments
suggested and agreed. It was also
agreed that they should be circulated
the week before Christmas

Effectiveness review of Audit
Committee and Internal Audit
update

RM briefed the group on the
effectiveness review of the Audit
committee and asked for comments in
relation to a number of issues. The
assessment was updated.

BP was asked to review the
effectiveness review of Internal Audit
with the HIA

Mobile Phone VFM review -
update

BP updated the group on the VFM
review and the report to E&BI and the
request from them for further
information later in the year. There
would be a review meeting on the 22M
December where further action would
be agreed

Information Management Group —
clear out week - update

BP wupdated the group on the
effectiveness of the clear out week
project and asked officers to thank
staff for their co-operation in
removing A total of 68,363 files
removed from the T and S drives

S:\Corporate\Corporate Governance\Corporate Governance Group 2011-12\agendas and
minutes\November\CGGminutes_01122011.doc
Corporate Governance Group

Version 1
16/05/2008
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6 Privacy Impact Assessment — BP advised the group of the work that
CBC was underway in respect of this
assessment for the Go partnership and
advised that a similar piece of work
needed to be carried out in respect of
CBC. A report would be brought to the
next CGG meeting in January
11 AOB None
12 Date of next meeting 26" January
Montpellier room.

S:\Corporate\Corporate Governance\Corporate Governance Group 2011-12\agendas and
minutes\November\CGGminutes_01122011.doc
Corporate Governance Group

Version 1
16/05/2008
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Corporate Governance Group

Notes of Meeting
26" January 2012

11.00 Montpellier Room

Item Subject Notes of Meeting
1 Apologies; None
Present Andrew North, Bryan Parsons, Mark Sheldon Rob Millford
2 Julie McCarthy
Accepted
3 | Notes 1° December 2011
Annual Assurance checklists had been circulated. BP to send
4 Annual Assurance checklists | out reminder.
and process - update
RM updated the group on the outcome of the effectiveness
5 Effectiveness review of Audit | reviews for both Audit Committee and Internal Audit. These
Committee and Internal will be on the Audit Committee agenda for March. .
Audit update
RM updated the group on the report produced by internal
6 Internal Audit report on audit. It was decided that BP would look at developing a
Registration of Interest, gifts | process where the hospitality and gifts register would be kept
and hospitality (staff) centrally. A discussion about what information is recorded by
officers. MS, BP PL and JM would consider further before
Code of Conduct for employees is reported to council in
March.
RM reported that there were recommendations relating the
7 Internal Audit report on Risk | management of risk. BP confirmed that these were in the
Management main related to the use of an excel spreadsheet to record the
information but and order had been placed for a new risk
management module. The new module should be operational
by April 2012.
8 Go partnership Privacy Work on Data Protection compliance in respect of the Go and
Impact Assessment — update | Ubico projects was underway and compliance checks were
being carried out
Ubico - Data protection
9 Risk Management Policy — A new procedure for the reporting and review of confidential
confidential risks procedure risk was discussed and approved. BP would circulate to SLT
and update Risk Management Policy.
10 Any confidential risk that None
requires a review
11 AOB None
Date of next meeting 1%
12 March 2012 Sherbourne

room.

S:\Corporate\Corporate Governance\Corporate Governance Group 2011-12\agendas and
minutes\January12\CGG_notes_26012012.doc

Corporate Governance Group
Version 1

16/05/2008
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